4™ INTERNATIONAL CONFERENCE ON
INFORAMTION LAW
THESSALONIKI, GREECE

WHO GOVERNES THE INTERNET?

MILDA VILKAITYTE,
LL.M Student at University College Dublin, Ireland

Thessaloniki, 2011



Introduction

When the most primitive Internet was designed in 1970’s, it was meant to serve needs
of American military and to be used for experimental purposes at the education
institutions. No one at that time has imagined that in 30 - 40 years time it might
account 2 billion users'. In the beginning Internet was mainly developed by devoted
amateurs and scientist who were fascinated about an idea of creating a new space,
immaterial world, which is free of government regulations". But with the growth of
economical interest in Internet, the amount of its users grew up rapidly, causing needs
to set up rules how to regulate and govern the Internet.

In 1996 John Perry Barlow stated in “ A Declaration of the Independence of
Cyberspace" that:

“Governments of the Industrial World, you weary giants of flesh and steel, |
come from Cyberspace, the new home of Mind. On behalf of the future, I ask
you of the past to leave us alone. You are not welcome among us. You have no

sovereignty where we gather”™.

This statement describes a position between cyber space and a real world. Cyberspace
doesn’t want to be regulated by current laws and governments. Internet, which is part
of cyberspace, progressed beyond a regulatory legal framework and was basically
based on self-regulation. At first, only the devoted amateurs and scientists developed
it. 4 little blue “people” represent those who developed Internet in 70s- 90s. They
were “dodgy nerds” and the beginning of the development of their brilliant ideas
usually were in their parents’ garages or college labs. Internet was meant to be
unregulated space (or self regulatory), but since it plays such an important role in our
life, someone is here to regulate it... According to professor Lawrence Lessig,
Internet defines itself through code — code is the Law". Code, if to put simple, is
technology that allows its users to act in certain ways. If code itself can be legislator
and law enforcer, what is the role of international organizations, which are seeking to
unify Internet governance? Since the Internet is crucially important to nowadays
reality, it has to benefit and keep bringing the advantage in our life.

The analysis of stakeholders and their influence on the Internet governance will be
structured bearing in mind three basic Internet layers, proposed by Yochai Benkler":
the physical infrastructure layer, the logical infrastructure layer and the content layer
(discussion of this layer’s structure and regulation is not part of this article) . However
there is no agreement regarding a number and names of the layers. Lawrence B.
Solum proposes 6 layers that constitute the Internet”':

* The Content Layer—the symbols and images that are communicated.

* The Application Layer—the programs that use the Internet, e.g. the Web.

* The Transport Layer—TCP, which breaks the data into packets.

* The Internet Protocol Layer—IP, handles the flow of data over the network.

 The Link Layer—the interface between users’ computers and the physical layer.

* The Physical Layer—the copper wire, optical cable, satellite links, etc.

There are different challenges in each of the layers, as well as different actors
influencing each of them. In addition, actions and decisions made in one of the layers
can influence the whole Internet community. For example, physical infrastructure



layer is the basic layer and is generally regulated by the state (it makes laws regarding
networks, access to them, their management, ect.) and technology producers. In
addition, there is a question, how recent Verizon (US telecommunication company)
and Google (search engine) joint policy proposal for an open Internet - what means
that high-speed Internet providers should not block or slow information or charge
websites to pay for a fast lane to reach users more quickly — is going to change
Internet use experience?

Logical layer is responsible for domain name system and IP address allocation.
Corporation for Assigned Names and Numbers (ICANN) and Internet Assigned
Numbers Authority (IANA) carry the most important role governing domain names
and IP addresses allocation on the Internet. Issues arising from this layer are regarding
ICANN establishment and global role, domain name registration system and dispute
of domain name resolution policies.

Internet service providers (ISP) and state law plays the most important role regulating
content layer. Cyber crime and privacy infringement is committed in this layer. It is
obvious, that what is forbidden and illegal offline, is considered to be the same and
online, but should we have a special procedure for online crime regulation and
handling? How could self - regulation (code) be useful in this matter?

To sum up, Internet directly influences life of 2 billion users worldwide - therefore it
should be governed and ruled for everyone’s benefit. The aim of this article is to
identify which organizations, companies and persons plays the most important role
governing the Internet and to identify in that way the biggest challenges we might
face in a future. As Internet Law is very new and doesn’t have much of history, case
law or codes of unified Internet Law, this thesis might benefit developing this field of
law.

1. Physical infrastructure layer
1.1.  The role of national governments setting Internet connection
standards

There are several options to access the Internet: through phone line connection —
integrated services digital network (ISDN); broadband —using digital subscribing line
(DSL) or the same ISDN, modem and a cable, WiFi (wireless fidelity), satellite
connection. This entire infrastructure is regulated by the local governments, which set
speed and connection quality standards. For example, Finland was the first country in
the world to implement a rule, that access to the high speed Internet is a legal right. So
far the government has set a standard for at least 1 megabit per second speed,
however in the near future it is expected to havel00 times faster Internet. In
addition, French court has ruled out a judgment where it claims access to Internet to
be a basic human right™". This judgment caused a lot of discussion whether
understanding of basic human rights shall be broadened to the access to the Internet,
and if yes — how broadly shall it be exercised. Despite that, there are more and more
countries declaring access to Internet to be if not the basic human right, so at least a
legal right and setting standards how to make it work.

This global development in each state policy regarding Internet access has much to do
with the United Nations activities trying to set principles and forecast for the
development of information society — “new era of the man kind”.



1.2 UN World Summit on Information Society — setting standards for
information society

UN summits are held on variety of issues that are problematic and challenging and
their aim is to start discussion and create an “action plan”. World Summit on
Information Society first time was called in December 2003 in Geneva. There was a
need for a new discussion with a fruitful outcome as “the digital revolution, fired by
the engines of Information and Communication Technologies, has fundamentally
changed the way people think, behave, communicate, work and earn their livelihood.
It has forged new ways to create knowledge, educate people and disseminate
information. It has restructured the way the world conducts economic and business
practices, runs governments and engages politically. It has provided for the speedy
delivery of humanitarian aid and healthcare, and a new vision for environmental
protection. It has even created new avenues for entertainment and leisure. As access
to information and knowledge is a prerequisite to achieving the Millennium
Development Goals — or MDGs -, it has the capacity to improve living standards for
millions of people around the world. Moreover, better communication between
peoples helps resolve conflicts and attain world peace.”™

The legal background of WSIS is UN Resolution adopted by General Assembly
56/183. Resolution recognized importance of technology seeking goals set in the
Millennium Declaration* and endorsed the proposal of the Secretary-General of the
International Telecommunication Union (ITU) to hold the World Summit on the
Information Society at the highest possible level in two phases, the first in Geneva
from 10 to 12 December 2003 and the second in Tunis in 2005, pursuant to resolution
73 adopted by the Plenipotentiary Conference of the International Telecommunication
Union at its 1998 session, held in Minneapolis, USA*' - same year as the White Paper
in the USA gave a ground for the ICANN (this is discussed in section 2.2).
The outcome of the first phase of the WSIS in Geneva was a Declaration of Principles
“Building the Information Society: a global challenge in the New Millennium”. A
key principle of this Declaration is that Information Society shall be for all*":
“ Governments, as well as private sector, civil society and the United Nations
and other international organizations have an important role and responsibility
in the development of the Information Society and, as appropriate, in decision-
making processes. Building a people-centered Information Society is a joint
effort which requires cooperation and partnership among all stakeholders.”

WSIS is not setting any requirements, only certain directives where information
society, Internet and technology should lead and benefit the modern world. The
above mentioned Principles document has been followed by the action plan how these
principles should be implemetented®". Based on the internationally agreed
development goals, including those in the Millennium Declaration and international
cooperation, indicative targets should serve as global references for improving
connectivity and access in the use of information and communication technology
(ICT) in promoting the objectives of the Plan of Action, should be achieved by 2015.
These targets may be taken into account in the establishment of the national targets,
considering the different national circumstances:
a. to connect villages with ICTs and establish community access points;



b. to connect universities, colleges, secondary schools and primary schools with
ICTs;

c. to connect scientific and research centres with ICTs;

d. to connect public libraries, cultural centres, museums, post offices and
archives with ICTs;

e. to connect health centres and hospitals with ICTs;

f.  to connect all local and central government departments and establish websites
and email addresses;

g. to adapt all primary and secondary school curricula to meet the challenges of
the Information Society, taking into account national circumstances;

h. to ensure that all of the world's population have access to television and radio
services;

i. to encourage the development of content and to put in place technical
conditions in order to facilitate the presence and use of all world languages on
the Internet;

j. to ensure that more than half the world’s inhabitants have access to ICTs
within their reach.

These principles and the action plan how to embody them have been argued by an
international civil liberties organization promoting balanced intellectual property laws
and free expression - IP Justice: “Our voices and the general interest we collectively
expressed are not adequately reflected in the Summit documents™”. IP Justice
members have explained the unanimously adopted declaration by the WSIS Civil
Society Plenary on 8 December 2003. The civil society declaration argues that an
information and communication society should be based on human rights and human
dignity. Civil society warned that no technology is neutral with respect to its social
impacts. It is also worried that “information and knowledge are increasingly being
transformed into private resources which can be controlled, sold and bought, as if they
were simple commodities and not the founding elements of social organization and
development.” In addition, “the increasing privatization of knowledge production
threatens to restrict the availability of research results. Attempts have been made to
commercially exploit traditional indigenous knowledge without consulting the
communities, who are the owners of that knowledge.” Civil society asserted that the
defense and extension of the public domain of global knowledge are as essential for
an information society, as the diversity of our natural environment. All in all, the
position of civil society is that WSIS nor ICANN promote a more equitable
distribution of benefits across nations and social groups. According to them, current
Internet governance framework needs a better balance between commercial
considerations and other legitimate social objectives. Civil society claimed that
decision-making processes must be based on values such as inclusive participation,
transparency, and democratic accountability.

The second phase of WSIS was held in 2005 in Tunis. This conference outcome was
two documents called Tunis Commitment and Tunis Agenda for Information
Society. These documents introduced Working Group on Internet Governance
(WGIG), established by UN Secretary General. WGIG was delegated to carry out the
mandate from the WSIS with regard to convening a new forum for multi-stakeholder
policy dialogue - the Internet Governance Forum (IGF):

Paragraph 72 of the Tunis Agenda:



“72. We ask the UN Secretary-General, in an open and inclusive process, to convene,
by the second quarter of 2006, a meeting of the new forum for multi-stakeholder
policy dialogue—called the Internet Governance Forum (IGF). The mandate of the
Forum is to:

e Discuss public policy issues related to key elements of Internet governance in
order to foster the sustainability, robustness, security, stability and
development of the Internet;

e Facilitate discourse between bodies dealing with different cross-cutting
international public policies regarding the Internet and discuss issues that do
not fall within the scope of any existing body;

e Interface with appropriate inter-governmental organizations and other
institutions on matters under their purview;

e Facilitate the exchange of information and best practices, and in this regard
make full use of the expertise of the academic, scientific and technical
communities;

e Advise all stakeholders in proposing ways and means to accelerate the
availability and affordability of the Internet in the developing world,;

e Strengthen and enhance the engagement of stakeholders in existing and/or
future Internet governance mechanisms, particularly those from developing
countries;

e Identify emerging issues, bring them to the attention of the relevant bodies and
the general public, and, where appropriate, make recommendations;

e Contribute to capacity building for Internet governance in developing
countries, drawing fully on local sources of knowledge and expertise;

e Promote and assess, on an ongoing basis, the embodiment of WSIS principles
in Internet governance processes;

e Discuss, inter alia, issues relating to critical Internet resources;

e Help to find solutions to the issues arising from the use and misuse of the
Internet, of particular concern to everyday users.

From what is cited above we can see that IGF is only an advisory body which role is
to collaborate ideas and best practice regarding Internet governance and
implementation on WSIS principles. However this dramatic expansion of the
interested parties means that true consensus will be difficult to achieve. The
acceptance and incorporation of new voices presents a challenge to the existing
standard-setting process. A lot of stakeholders may not be the best option for Internet
governance as it may make it bureaucratic and taking a lot of time for decision-
making. However UN position regarding building an information society is very
commendable. Finish government’s policy regarding Internet speed and access to it is
way behind WSIS’s action plan — but at least other countries have a good example to
follow with the help of UN.

1.3 Information Technology

In the beginning of 2000 the only way to access to the Internet was through
computers. But technology has never stopped developing and it allows us today to
access the Internet through cell phones, game consoles (Xbox), androids, ect. As



professor Lessig has noticed, Internet has started developing so quickly only because
many businesses have foreseen an economic opportunity in it™. He was the pioneer
of an idea, that Internet is regulated through code — “code is law™"'. Code is a
technology, architecture that allows us to access the web, maintain and modify it.
More over, code is regulated through its creator — usually big IT corporations, which
are regulated though governments, which are influenced by the lobbyist™":
“Code design, in other words, can be usefully studied as an alternative to
lobbying campaigns, tax avoidance, or any other approach that a group might
use to seek legal advantage. The approach aims to separate two different aspects
of code’s relationship with law. The first is Lessig’s concept of a regulatory
mechanism: that computer code can substitute for law or other forms of
regulation. The second aspect is as an anti-regulatory mechanism: a tool to
minimize the costs of law that certain groups will use to their advantage. {...}
At its greatest extent, the design of code may provide a new option for
influencing specific laws. It will be of the greatest importance to individuals or
large, disorganized groups poorly equipped to take advantage of existing means
of political influence. And as such, the code option may mean some change in
the relative power of interest groups, as it makes organization slightly less
important.”

Overall it is getting more and more complicated to decide who really regulates and
governs the web? In addition to above mentioned direct web connection and
infrastructural regulation, governments try to control IT market through competition
(antitrust) law. Microsoft Inc. has already marked this race towards domination in IT
market with some legal losses. United States vs. Microsoft Corporation, Civil Action
No. 98-1232 (CKK), December 11, 2002, was the first big profile IT case™”.
Jonathar Zittrain in his book “The future of the internet” has proposed to group
communication technology as generative and non-generative. As he gives a simple
example, generative would be a knife, non-generative — potatoes peeler, or kettle and
coffee maker™. Into generative group of information technology would fall mostly all
personal computers and other media tools that can be adopted and changed by its
users as this type of technology can “facilitate changes™'. Non — generative tools and
systems can also grow and change, but all changes are monitored and issued through
manufacturers of that technology. As non — generative technology could be named
cell phones or gaming console, such as Xbox controlled by Microsoft. Internet can be
accessed though them and successfully used as long it is within producers’ limits of
use. Telecommunication Company (such as Vodafone, O2, Verizon) can decide to
allow using its line only for these telephones, which have been purchased from them
with a services contract, and devices that have not been prior approved would simply
be not able to work on their networks.

2. The Logical Infrastructure Layer
2.1.  The domain name system

Domain names are used to label a website and it can define administrative authority
or control of it in the Internet. It is a simplified (human-friendly) form of the Internet
address. The Domain Name System (DNS) makes it possible to assign domain names



to groups of Internet resources and users in a meaningful way, independent of each
entity's physical location. Internet domain names are easier to remember than its
numeric IP address (i.e. “university.com” which IP address is 118.17.146.124).
Internet Protocol (IP) addresses are the unique numbers assigned to every computer or
device that is connected to the Internet. Among other important functions, they
identify every device connected to the Internet, whether it is a web server,
smartphone, mail server, or laptop. As the latest researches show, in the third quarter
of 2010 there were nearly 202 million domain name registrations across all of the Top
Level Domain Names (gTLDs) and 79.2 million names Country Code Top Level
Domain Names (ccTLDs). The largest TLDs reported in terms of base size are in
order, .com, .de (Germany), .net, .uk (United Kingdom), .org, .info, .cn (China), .nl
(Netherlands), .eu (European Union) and .ru (Russian Federation)™".

Coordination of the Internet‘s naming system is assigned to the Internet Corporation
for Assigned Names and Numbers (ICANN). ICANN was formed in 1998. As it is
clear from the documents establishing ICANN, It is a not-for-profit partnership of
people from all over the world dedicated to keeping the Internet secure, stable and
interoperable. As it is stated in its website, ICANN promotes competition and
develops policy on the Internet‘s unique identifiers that allow computers on the
Internet to find one another. The Internet Assigned Numbers Authority (IANA) is
another Internet coordination body, which allocates and maintains unique codes and
numbering systems that are used in the technical standards (protocols) that drive the
Internet (it is operating together with ICANN, even though is an independent body,
established in 1970).

The most common ¢gTLD are .com, .net, .org. From the 16th of November 2000
additional 7 TLDs were introduced by the ICANN. They are:

.aero (for the entire aviation community)

.biz (for business purposes)

.coop (for cooperatives)

.info (unrestricted)

A country code top-level domain (ccTLD) is for example .ie for Ireland. Nationally
designated registration authorities administer these ccTLDs independently. There are
currently 252 ccTLDs reflected in the database of the Internet Assigned Numbers
Authority (IANA)". Recently (in November 2009) ICANN introduced
Internationalized Domain Names (IDNs) system, which allows using national
language (I.E. Arabic, Chinese, Russian) to label domain names™".

Domain name, not like IP address, can have a lot of modifications and it should never
be a problem to associate and IP address to a domain name. However number of IP
addresses (IPV4, which looks like i.e. 195.7.12.32.) is running out and in a very near
future there will be no new IP addresses. 1Pv4 has just over four billion unique IP
addresses — that number looked reasonable before Internet usage started booming in
late 90°s. The proposed solution is to start using IPv6 (it looks like this

2001:0db8::53, but if expanded into its full written capacity, it can turn to be
2001:0db8:0000:0000:0000:0000:0000:0053 - this is significantly bigger than 1Pv4).
Compared to IPv4’s 32-bit address space of four billion addresses, IPv6 has a 128-bit
address space, which is 340 undecillion addresses.

Internet Corporation for Assigned Names and Numbers (ICANN)

For a long time Internet governance has been associated with the ICANN’s main role.
ICANN sees its mssion as ,,to coordinate, at the overall level, the global Internet's



systems of unique identifiers, and in particular to ensure the stable and secure
operation of the Internet's unique identifier systems*. In particular, ICANN’s role
iSXXV:

Coordinate the allocation and assignment of the three sets of unique identifiers for the
Internet, which are

Domain names (forming a system referred to as "DNS");

Internet protocol ("IP") addresses and autonomous system ("AS") numbers; and
Protocol port and parameter numbers.

Coordinate the operation and evolution of the DNS root name server system.
Coordinate policy development reasonably and appropriately related to these
technical functions.

The organization itself has been associated with the US government and therefore
many Internet users and other states have judged its role in the Internet governance
very critically and sometimes even negatively. However these accusations of being
partial to US government should be discussed through the analysis of historical
development and establishment of ICANN.

The history of ICANN started when the U.S. Department of Commerce (DOC)
issued a statement of policy concerning the Domain Name System. Called the "White
Paper," the "Management of Internet Names and Addresses™"". It was actioned as
part of the President Clinton Administration's Framework for Global Electronic
Commerce, the President directed the Secretary of Commerce to privatize the domain
name system (DNS) in a manner that increases competition and facilitates
international participation in its management.

Accordingly, on July 2, 1997, the Department of Commerce issued a Request for
Comments (RFC) on DNS administration. The RFC solicited public input on issues
relating to the overall framework of the DNS administration, the creation of new top-
level domains, policies for domain name registrars, and trademark issues. On January
30, 1998, the National Telecommunications and Information Administration (NTIA),
an agency of the Department of Commerce, issued for comment, A Proposal to
Improve the Technical Management of Internet Names and Addresses. The proposed
rulemaking, or "Green Paper,” was published in the Federal Register on February 20,
1998, providing opportunity for public comment. The Green Paper proposed certain
actions designed to privatize the management of Internet names and addresses in a
manner that allows for the development of robust competition and facilitates global
participation in Internet management. The Green Paper proposed for discussion a
variety of issues relating to DNS management including private sector creation of a
new not-for-profit corporation managed by a globally and functionaly represented by
board of directors.

The Green Paper was followed by the White "Statement of Policy, Management of
Internet Names and Addresses,” 63 Fed. Reg. 31741(1998). The United States
Government declared its willingness to recognize a new, not-for-profit corporation
formed by private sector where Internet stakeholders should administer policy for the
Internet name and address system™"" and which endorsed a process whereby the
divergent interests of the Internet community would come together and decide how
Internet names and addresses would be managed and administered. The White Paper
also signaled DOC’s intention to ramp down the government’s Cooperative
Agreement with Network Solutions, Inc. (NSI), with the objective of introducing
competition into the domain name space while maintaining stability and ensuring an
orderly transition. As Joseph P. Liu noticed in 1999, “White Paper still drew heavily
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from the standard setting model and its underlying assumptions. First, the proposal
continued to treat the domain name problem as primarily a technical problem [...], in
addition it conceived of the solution to the problem mainly as one of technical
standard-setting”. "

The law that organizes ICANN is called the California Nonprofit Public Benefit
Corporation Law for charitable and public purposes. ICANN has been granted

taxexempt status by the United States federal and California state governments.

ICANN structure
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ICANN has been seeking for transparency and fairness involving as many
stakeholders to act in decission making process as possible and to reflect geographic
diversity. Existing stakeholders can be grouped, for example, NSI, IANA, domain
name owners, and consumers.”™ As John Mathiason noticed™*, “ICANN was set up
initially to represent the private sector. The supporting organizations are heavily
dominated by representatives of private corporations. [...] in that sense, ICANN has
been a good venue for that stakeholder, much better than the intergovernmental
forums.”

ICANN operates on multi-stakeholder model that is believed to bring together a wide
range of relevant parties to develop policy to promote the stability and integrity of the
Internet. The President and CEO of ICANN supported this position at the IGF
conference in Vilnius, 2010 saying that all Internet stakeholders need to strive to keep
Internet governance out of the hands of intergovernmental organizations. And if they

XXX,

fail, he warns, there could be unfortunate consequences™":

“Most Internet users — businesses, service providers, non-profits and consumers
— would be shut out of the governance debate,” said Rod Beckstrom. “Make no
mistake: if we do not address this now — effectively together — the multi-
stakeholder model that enabled so many successes will slip from our grasp.”
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Being a private corporation (or a private-public as ICANN prefers to call themselves),
ICANN is governed by its board of directors. The structure of the board and its role is
implemented by Bylaws. Board of directors consist of 16 members. The Nominating
Comity selects eight of them. Candidates are selected to aggregate display diversity in
geography, culture, skills, experience, and perspective and who have eputations for
sound judgment and open minds, and a demonstrated capacity for thoughtful group
decision-making. The other half of the Board is proposed by the Address Supporting
Organization (2), the Country-Code Names Supporting Organization (2), Generic
Names Supporting Organization (12), one voting member is selected by the At-Large
Community and one by President ex officio. Board is electing a President (CEO).
President serves as an ex officio member of the Board, and he has all the same rights
and privileges of any Board member.

The board appoints Ombudsman for an initial 2 year term. The role of Ombudsman is
to facilitate the fair, impartial, and timely resolution of problems and complaints that
affected members of the ICANN community.

The Address Supporting Organization (ASO) advises the Board with respect to
ICANN policy issues relating to the operation, assignment, and management of
Internet addresses. The Country-Code Names Supporting Organization (ccNSO) is
responsable for developing and recommending to the Board global policies relating to
country-code top-level domains, nurturing consensus across the ccNSQO's community,
including the name-related activities of ccTLDs; and coordinating with other ICANN
Supporting  Organizations, committees, and constituencies under [ICANN.
Anotherpolicy development body is known as the Generic Names Supporting
Organization (GNSO), which develops and recommends to the ICANN Board
substantive policies relating to generic top-level domains.

Advisory bodied consist of the following comities:

e Governmental Advisory Committee - its role is to consider and provide
advice on the activities of ICANN as they relate to concerns of governments,
particularly matters where there may be an interaction between ICANN's
policies and various laws and international agreements or where they may
affect public policy issues and membership in the Governmental Advisory
Committee is open to all national governments;

e Security and Stability Advisory Committee - this committee advises the
ICANN community and Board on matters relating to the security and integrity
of the Internet's naming and address allocation systems. Its main
responsibilities are to develop a security framework for Internet naming and
address allocation services that defines the key focus areas, and identifies
where the responsibilities for each area lie and to communicate on security
matters with the Internet technical community and the operators and managers
of critical DNS infrastructure services.

e Root Server System Advisory Committee - advises the Board about the
operation of the root name servers of the domain name system. The RSSAC
role is to consider and provide advice on the operational requirements of root
name servers, including host hardware capacities, operating systems and name
server software versions, network connectivity and physical environment. The
RSSAC shall examine and advise on the security aspects of the root name
server system.

e At-Large Advisory Committee should consider and provide advice on the
activities of ICANN, insofar as they relate to the interests of individual
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Internet users. The ALAC consist of (i) two members selected by each of the
Regional At-Large Organizations ("RALOs") and (ii) five members selected
by the Nominating Committee.

After this short overview of the basic ICANN governance principles and its board we
can make a conclusion that it is very well globally represented and managed private-
public body. The core ICANN mission does not include a mandate to innovate new
institutions of global democracy, nor to achieve mathematically equal representation
of all affected individuals and organizations, nor to regulate content, nor to solve the
problems of the digital divide, nor to embody some idealized (and never-before-
realized) model of process or procedure. ICANN seeks global representation and
satisfaction of its stakeholder expectations — and so far they have succeeding doing
this. This organization should not be accused of being biased only because it was
established by USA government and is fulfilling commercial aims — Internet works,
IP address crises has been handled, domain names are fairly allocated and even
though domain name dispute procedure is believed by many to be trademark owner
biased — it prevents from cybersquatting (below is more about this problem).

2.3 Domain name dispute resolution

The role of a domain name is to label an IP address. The fundamental nature of
domain names gives rise to an inevitable conflict between holders of legal rights to
particular names™™"'. The reason for the conflict is that domain names must be
absolutely unique, while names in which legal rights subsist are only reletavely
unique™™. The other problem is that domain names are granted on the first come,
first served basis.

ICANN is in a unique position of the administrative right to resolve disputes
regarding domain name rgistration. The Uniform Domain-Name Dispute Resolution
Policy (UDRP) has been adopted by ICANN-accredited registrars in all gTLDs (.aero,
.asia, .biz, .cat, .com, .coop, .info, .jobs, .mobi, .museum, .name, .net, .org, .pro, .tel
and .travel) and majority of ccTLDs. Anyone who who registers a new domain nam
must agree to ,submit to a mandatory administrative proceeding before an
indipendent and impartial panel*. For example Irish domain name registry - IEDR -
utilises WIPO arbitration process. Although a few ccTLD Registries use the generic
UDRP mechanism offered by WIPO, it is far more common that a ccTLD Registry
develops its own local Alternate Dispute Resolution Process (ADRP) that tends to be
both quicker and cheaper for the disputing parties. European ccTLD registries, which
use an ADRP in preference to the UDRP, include Belgium, the UK, Austria, Sweden,
Norway, Finland, Denmark, Italy and the .eu ccTLD.

This dispute resolution procedure may put some constraints on individuals or small
businesses that may have the clearest right to a domain name, but the procedure may
drive them to consider the cost and effort of pursuing the matter excessively
burdensome. This can be so even if the potential loss of good name and risk of other
harm are very serious for the party involved. It might be more appropriate for the
Registry to have an alternative local, impartial and independent procedure. In
addition, it is often heard that WIPO arbitration process is biases in favor of trade
mark owners; "

“Simply put, complainants win more frequently with WIPO and the NAF than
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with eResolution. The statistical data, which has remained consistent since the
introduction of the UDRP, shows that complainants win 82.2% of the time with
the WIPO, 82.9% of the time with the NAF, but only 63.4% of the time with
eResolution. Since outcome is what matters most to complainants, they have
rewarded WIPO and the NAF with an overwhelming share of the UDRP
caseload. Despite the highest fees, neutral rules, and low-key marketing, WIPO
commands 58% of the UDRP caseload, compared with 34% for the NAF and a
paltry 7% for eResolution”

A complainant in a UDRP proceeding must establish three elements to succeed™":
e The domain name is identical or confusingly similar to a trademark (service
mark) in which the complainant has rights;
e The registrant does not have any rights or legitimate interests in the domain
name; and
e The registrant registered the domain name and is using it in bad faith.

In a UDRP proceeding, a panel will consider several non-exclusive factors to assess
bad faith, such as:

e Whether the registrant registered the domain name primarily for the purpose
of selling, renting, or otherwise transferring the domain name registration to
the complainant who is the owner of the trademark or service mark;

o Whether the registrant registered the domain name to prevent the owner of the
trademark or service mark from reflecting the mark in a corresponding domain
name, if the domain name owner has engaged in a pattern of such conduct;
and

e Whether the registrant registered the domain name primarily for the purpose
of disrupting the business of a competitor; or

e Whether by using the domain name, the registrant has intentionally attempted
to attract, for commercial gain, Internet users to the registrant's website, by
creating a likelihood of confusion with the complainant's mark.

The biggest reason for domain name disputes is cybersquatting. This is a widespread
problem. In March 2009, WIPO reported an 8 per cent increase in 2008 from 2007 of
disputes handled by it under its Uniform Domain Name Dispute Resolution Policy. In
the 10 years since the adoption of the UDRP, WIPO has received 14,633 UDRP or
UDRP-based cases, covering 26,262 separate domain names. There are many high
profile cases of cybersquatters in action. For example, in April 2009, Hollywood
actress Jennifer Lopez won an action to remove a cybersquatter from the domain
names “jenniferlopez.org” and “jenniferlopez.net”. The problem was also highlighted
in Ireland recently when a Dublin City Councilor reported that cybersquatters were
asking him to pay $2,000 to have his name removed from a website selling sex
t0ySXXXVi.

Conclussions

Internet has changed our life! We communicate, study, buy and sell differently.
Internet allows us to access information so easily. Each single country realizes what
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potential lies in well-educated society. Internet access development is the key
challenge for information society. Some countries are way ahead granting this access,
the other ones due to political or economical instability falls behind this development
plan. United Nations, ICANN and information technology manufacturers — they all
have their interests in Internet development and its governance.

USA government has created the Internet, funded its research and initially taken
leaders position in its governance. Starting the ICANN project was a reasonable
continuances and formal settlement of the achievements in Internet control and
development. ICANN role is to allocate IP addresses to domain names - very simple
and straightforward. However a lot of interest groups are unsatisfied that this power
is solely exercised by the USA. But probably the most important conclusion is that
current Internet governance form where ICANN and UN act as main actors - is
working fine. UN sets directives regarding Internet development so that it could
benefit the whole world equally, ICANN allocates domain names and successfully
manages logical Internet layer. Technology producers are the ones who speeded up
Internet boom and obviously are not going to stop. Development and improvement of
the information technology is the reason why we are have this discussion now.
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