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Introduction

Finally, the legal-technical approach adopted by the European Digital Agenda will be also 
considered.

2. The AmI environment: a new habitat

When the computer revolution started some decades ago, probably nobody could expect that 
the  capabilities  and intelligence,  only imagined in  science fiction films,  would become a 



reality. Technologies, which were used until now in a passive way, are becoming active and 
personalized in order to respond to individual specific needs or desires.
The  expressions  Ambient  Intelligence,  or  ubiquitous  or  pervasive  computing,  created  by 
computer-science researchers around the world, indicate a quite recent discipline that, taking 
the advantage of important changes in the Information Communication Technologies, aims at 
bringing ‘intelligence’  to  our  everyday  life  environments,  making  them  responsive  and 
sensitive to us (Aarts E. - Marzano S. 2003)..
While we are becoming accustomed to sensors that control temperature or lighting in modern 
houses,  the  possibilities  of  Ambient  Intelligence  go  much  further  than that,  allowing  the 

 

In  the  scenarios  imagined  in  computer  science  many  of  these  reasoning  and  informative 
capabilities of the pervasive computing are presented as an innovative way to amplify and 
facilitate individual choice: the system will offer a range of possible solutions (roads, stores, 
items to buy), but you ‘choose’ the one with the best rate. 
The  limitation  to  freedom  of  choice  is,  though,  one  of  the  main  issues  at  stake  when 
considering  the  impact  on  privacy  by  AmI  technologies  (beside  the  fact  that  tracking 
movements in a pervasive computing environment is considered already as invasion of user’s 
privacy,  since  the  system  is  always  aware  of  the  user’  location  and  activities).  Since 



everything in an AmI world tends to be automated, the choice of individuals tends in parallel 
to be reduced: he will  decide among packaged possibilities,  suggested on the basis of his 
(supposed)  preferences  and  profiles,  without  having  the  occasion  to  change  tastes  and 
opinions (Rouvroy 2008a) . The idea of Mark Weiser, pioneer of pervasive computing, was 
that pervasive computing will exist when it become so natural that people do not even realize 
they are using computers and technologies: for that reason devices need to rely on global 
networks  that  emphasize  wireless  technologies,  large  databases  and  profiling  capability 
(http://www.ibiblio.org/cmc/mag/1995/apr/last.html).
We still  do not know how the world will  look in a full AmI, “when everything becomes 

As it has been observed  (Liberatore 2005) we have been assisting in the last decades to a 
special emphasis for security issues in the political and legislative agenda. It is possible to 
find many traces of the increasing concerns for public security in the current international and 
regional  policies.  The  Convention  of  Budapest  on  Cybercrime  and  the  Data  Retention 
Directive 24/2006/EC are some examples. Regarding EU policy, these trends are becoming 
very  ‘strategies,’  as  we  can  observe  in  several  hard-  and  soft-law legal  documents  (e.g., 
European Council Stockholm Program, infra). 



Although the issue of possible conflict between fundamental rights and security is not new 
(Zucca, 2008), the post-09/11 effects have tremendously sharpened it (Francioni F.- Ronzitti 
N (eds) 2011), especially as far as privacy and data protection are concerned (De Hert, 2005). 
Some of the counter-terrorism measures already adopted by the U.S. as well as by the EU 
raised several doubts about their ‘constitutional’ legitimacy (Sheinin et al., 2009) and about 
the balancing principle as a proper approach for such a dilemma. Amongst them, particularly 
interesting, for their possible and predictable connection with AmI scenarios, are the new 
types of ‘detection technologies’, the aim of which is to empower the practices of the fight 

 

ensure a high quality of data is also provided for, in order to guarantee the correctness of the 
consequent  profiles  (Wright  et  al.,  2008).  Nevertheless,  as  stressed  by  the  EDPS (EDPS 
PressNews, 2008; Opinion 2009/C 128/02), this decision only covers police and judicial data 
exchanged among Member States or EU authorities and not to domestic data, leaving the level 
of protection unsatisfactory. 
In the last part of the paper it will be discussed how this situation is likely to change with the 
recent entry into force of the Lisbon Treaty. Before acknowledging the opportunities and 
challenges issued by the Lisbon Treaty, the following sections will illustrate briefly some of 



the major AmI environment and techniques, potentially challenging privacy and data 
protection (e.g. biometric profiling) and those characterizing the security measures of post - 
9/11 (the new ‘detection technologies’); the discussion will turn, after, on the legal 
instruments of HR law currently enforceable towards such measures (e.g. the Art 8 ECHR, in 
the Marper case), as well as on the need for reviewing the current legal framework.


