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Abstract

With the advent of the Web thousands of users antewith search engines daily
seeking information on a wide variety of topics.eTproblem is that search engines
cannot discriminate the different cognitive andreleaskills of individual users who
guery the Web for multiple topics often using sanitiueries. Web personalization is
a promising approach to provide users with the rinfdion they expect by
customizing the results to each specific user. @ag to achieve personalized search
results is to ask users about their preferencesrdadmation needs. However, users
are not willing to reveal private information anfiem they are concerned about their
privacy breach. In this article, we give an ovewief the privacy issues in web
search that have been previously addressed soagptise users on how to achieve a
balance between effective personalization and sanaebusly achieve a high level of
privacy protection.

Keywords - web search, personalization, privacy, pseudo identity, group identity,
anonymity, encryption.

1 Introduction

With the advent of the WWW the number of users wit@ract with search
engines increases rapidly as rapidly flourish tbeudnents that are indexed by search
engines. Users can find the desirable data in tedgminant ways: they can either
searchor browse[18]. Via the first way, users submit a keyword toearsgh engine,
which retrieves documents that contain these kegsvorhis way is the most popular
way to seek information and the advantage is that wser finds quickly the
information by identifying the pages which cont#iie information query [17]. The
second way is by browsing and is done through astieg ontology of topics on
which user navigates by clicking the preferred ¢apnode until he reaches the
desirable area of interestsd]. This way of seeking information is efficient whéhe
user isn’t connoisseur of the seaddmain.The Web is an information repository in
which the data structure is heterogeneous. Mangdgiosers resent by the numerous
unrelated results that search engines retrieverttaksng the user’s navigation a time
consuming procedure.

To fill this void, personalization of search resulhas been introduced as a
promising direction in enhancing the accuracy efritrieved results in terms of user-
specific needs. Personalized search targets tgrdegstems which retrieve tailored
collections of pages adaptable to each individusgr uprofile. There exist two
approaches to construct the user’'s profile, throegbplicit or through implicit
feedback [17]. Both ways require collecting andriatp user information which
illustrate the users interests, preferences, neasi®s and general users personal data
in order to decipher the query intention. Hence, arder to achieve search



personalization, search engines need to collegelamounts of users’ personal data.
But, users are reluctant to reveal private inforamaor their preferences and often are
concerned about their privacy breach. In this ktieve survey privacy issues
pertaining to web search that have been identifigchumerous researchers and we
highlight the avenues for future research on maimtg profile privacy in
personalized web search. The quest of our suwéy demonstrate how users can
achieve a balance between personalized and sesesech results.

The article is organized as follows. In Sectiow®, highlight the contribution of
personalization when searching the Web. In Se@jome present the two approaches
that exist to obtain personalization and we inteelihe concerns they raise on
privacy issues. In Section 4, we underline howdbieve privacy in web search by
presenting existing approachés Section 5, we list some challenges that nedokt
addressed and iBection 6 we conclude the article.

2 The Contribution of Personalization

Search engines have been designed to gratify eiffeusers and meet their
growing needs and expectations while they seek ifdormation. Despite the
advancement of web search, search engines arenatilbptimallyoperand.This is
due to the following: firstly, queries might be lygemous [21]. When different
information seekers submit the same query in ackeamgine, each of them expects
dissimilar retrieved results. For, example, for theery “cookies”, some users desire
to inform about the mechanism that text files dogiisg on the client side computer,
while others expect information related to the ddsand how to cook the dessert
“cookies”. Another example, for the query “javainse users desire to inform about
the programming language “java”, while others expeformation related to “coffee”
[21]. Therefore, the second problem that emergdsaisthe search engines for every
input information query like above retrieve the samformation to all users, is that
they follow the model of “one size fits all” [17]This model makes the user’s
navigation through the retrieved results until freag to the desired information a
time consuming procedure.

To overcome the above, we can personalize seastlitgeaccording to user-
specific needs. Personalized search targets tgrdegstems which retrieve tailored
collections of potentially relevant pages clasdifie such a way that reflects the
pages relevance to the query keywords and to betausla to each individual users
profile [17]. In order to achieve personalizati@ystems need to construct a user
profile which represents the user’s interests aiefiepences. The approaches towards
identifying user profiles are discussed in the isecB. One example to illustrate the
contribution of personalization is referred in [20Jhe system called “Susanna”’
affords the opportunity to a user to adopt on i&ahe navigational pattern he
desires. Namely, the system gives the opportunity¢ user to choose if he wants to
retrieve personalized results or not. Assumingelage two users each of them wishes
to get personalized results and they both issueséinge query, e.g. searching for a
book and especially a book written by an author ediding. In the case of the first
user who doesn’t want personalized results, theesysetrieves results which contain
books of the author Stephan King which they dorlohg into a specific thematic
hierarchy. In the case of the second user who efegersonalized results, before
issuing the query, he declares to the system hesests and preferences and the
system constructs a user profile. When the usartsnthe same query, the system
retrieves personalized results and particularly slgetem retrieves results which



contain books of the author Robert King that beltmg particular thematic hierarchy
which is “Computers & Web”. Thus the second useesdime and gets the desirable
results in a more effective and efficient manneons&quently, the contribution of
personalization is manifold and the essential ppasite to achieve personalization is
the construction of user search profiles. In thet section, we present the two main
approaches towards creating search profiles.

3 Approaching Personalization

This section focuses on personalization approaahdsin particular on the two
main directions via which user profiles are congied. Figure 1 illustrates the overall
search personalization process for both of theeptesl ways. The first approach of
user modeling is the technique ekplicit profiling [17]. The user’'s profile is
constructed via the explicit declaration of prefees, usually through registration
forms or questionnaires. Hence, the interests df @adividual user can be identified.
The system which implements the explicit approajuires the direct involvement
of the users. The drawback of this approach is timatdisclosure of personal data
makes the users disinclined to explicitly speciheit needs and they find the
registration a time consuming and confusing taske Becond approach of user
modeling is througlimplicit profiling [17]. To overcome the challenges of the explicit
feedback, the implicit profiling does not requiteetuser’s direct involvement. The
user’s profile is constructed by tracking and mamitg the user’'s querying and
results’ navigational behavior. The systems whitiplement the implicit approach
capture the personal needs of each specific uaethei interaction among a user and
the system. Particularly, by capturing the compled®igational path such as the
pages the user visits, the URLs and anchor texdsuser follows for particular
gueries, the time and date of access [17].

Thus, the system emanates the user’s interesersomal topics and constructs the
profile. An overview of above can be found in [2,8,14,23,24].
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Figure 1. Explicit & Implicit Profiling to learn and captaruser’s interests to
retrieve personalized results.




Implicit profiling relying upon the recorded usernsiteraction with the search
engine is effective in that it does not interfereectly with the user. Still, it raises
concerns about the level of distribution and privat the collected data. Such data
concern the full record of the user’s search lédgsurrent example of data disclosure
is the case of AOL search engine [1,27,15]. In Astigpf 2006, the American Online
(AOL) search engine disclosed an extremely largewarhof query log. This query
log extracted over a period of three months. 2(0ianilsearch queries which have
been submitted by 658,000 users were releasedder ¢o0 help researchers in the
Information Retrieval (IR) community. This relead®notes expose of private data for
a number of AOL users. The mistake of the AOL deamgine was that they haven’t
sanitized the queries; they have just replacedisiee IDs but not the search queries.
For example, journalists from New York Times (nobfpssionals specialized in data
mining) could accomplish to decipher the user cpoading to ID 4417749, even
without taking account the existence of social secunumbers, driving license
numbers and credit card numbers. Through observatie detailed and multiple
gueries they found that the user with the ID 44B7\®és corresponded to a 62 year
old woman living in Georgia. Another example [23]the search queries entered by
the user 1515830:

calories in bananas

surgical help for depression

jobs in denver colorado

teaching positions in denver colorado

anti psychotic drugs

As the above studies suggest, it is relatively easgecipher private information
about concerns the user such as health and memigition, profession, geographical
location. We can comprehend through this example igers unintentionally reveal
information about themselves when submitting quseinesearch engines. Beyond the
analysis of user’'s search logs, another way a Beamgine can identify the user is
under their IP address. In order for a user to camoate and interact with search
engines, an IP address is indispensable. An IPeadds a unique string of numbers
assigned to each user's computer. In short, IPkies & user’s street address or
telephone number. Furthermore, “cookies” enablecheangines to decipher a user
like a recurrent visitor and glean his searchessaae them even using different IP
address [27]. From the above we understand thas ase treated as easy prey. Most
information seekers are concerned about their gyivend they desire safety and
security during their navigation. In the next sewati we discuss technological
approaches that have been researched so as tccenksars’ privacy protection and
accomplish a balance between effective personaizand privacy protection.

4 How to achieve privacy in personalized web search

In the current section we present a bibliographeraew of the technical
solutions that have been examined in order to addou privacy issues with respect
to personalization. Privacy Enhancing Technolodiage been deployed since early
eighties. Recent surveys indicate that althoughlyn&% of the information seekers
are interested in personalization [16], 83% of treeconcerned about the privacy of
their personal data, 82% refuse to disclosure patdaformation to a web site, 27%
are not inclined to provide any personal informatim a web site, 34% of the
information seekers submit false information whekea to register or fill out an



online form and 49% believe that sites share uggssonal information with other
sites, thus resulting to privacy breach [26]. Usaiffer from one another, which
indicates that every user has different requiresémnt privacy protection and as such
their opinions on privacy enhancement differ widdliiere are users who don’t desire
to share personal information with anyone, whilbeos are eager to disclosure
personal information in order to achieve high gyatiervices. The level of privacy
protection depends on the individual needs andaapens [13] and as such it should
be adaptable so as to satisfy the gamut of usarireagents. Regardless of the
different approaches that have been investigate@rtts achieving the above, one
thing they all share in common is the process @ngmizing the search logs. User
data anonymity can be achieved through many teahsilutions such apseudo
identity, group identity and encryptioRach of the above approaches is a gradational
advancement of privacy protection of the precedenthe following paragraphs, we
outline the most widely used approaches to web datanymization without
impairing personalization.

Pseudonymous Per sonalization

One personalization system which allows usersrimane anonymous during their
personalized web browsing is the Janus Personaliteld Anonymizer [9]. Janus
functions as a proxy between a user and a webFiteeach user’'s search session,
Janus automatically generates a different aliaassto establish an anonymous user
account at the website. For example, user JohnhSifegires to navigate to the New
York Times web site. Before John starts up his Wedwser and connect to the New
York Times web site, Janus request from John teebegnized from Janus proxy and
thus asks to fill a Janus authentication form. Thism requires John to give a
username that is recommended to be the email aldres a secret- id1 and S1-.
After Janus has achieved the required informatibaut John, it allows John to
navigate to the New York Times site. If John nategdor the first time to this site, in
order to establish an account, sends John a r@&gstrform. John can simply fill the
registration form with string8U” for username)\P” for password antl@” for e-
mail address. These strings are recognized by Jamdisompute aliases on John’s
behalf. For every site in which John navigatesfed#nt aliases are computed by
Janus, which are all distinct from other users fii, (u2, p2), (u3, p3).

A similar system to Janus is Lucent Personalized \Assistant (LPWA) [10].
LPWA is a pseudonymous tool that let Web sitesrafientification based services
without linking to user’s actual identities.

Another approach [11] presents an architecture allatvs users to create with
minimal effort their personas with the aid of Persdlanager (subset of information)
and through these authenticated personas providemation to service providers
without revealing their identity. Service providense these personas to enhance
accuracy in personalized services. For anonymity fanther privacy protection the
architecture support multiple personas for each, i s® as to not underline identity
and not match linking personas to each user. Senwdn information seeker
navigates to a service provider website the comaatioin is established between the
Personal Server Device (PSD) and service provideysem. The user selects a
persona to release to service provider and theceepvovider after authentication of
the persona, begin to communicate with the uselasdo provide personalized
services.



Distributed Per sonalization

Distributed personalization has been investigatethe domain of collaborative
filtering. Systems which support collaborative diing based on the assertion that
like-minded users with similar needs can be dividetd groups of similar users.
Consequently, personalization is done in usersugrevel instead of an individual
user level. Search engines construct a group ys@fide and according to the
variation of topical interests, dissimilar group ugfer profiles are constructed which
each group profile sharing a distinct user iderjftj.

An approach of privacy protection in collaboratiweb personalization is the
meta-search engine I-Spy [22]. I-Spy relies onkirag and capturing via the click
through data the user’s preferences. It also relethehit-matrix so as to construct a
community profile. Each individual interaction afer doesn’t record and thus search
history cannot be related to a particular individuaer and thereby there is no
concern of compromising user’s privacy. Hit-matsiaeecay hit-values so as to keep
up with the alternating preferences of communityero¥ime so as to achieve
personalization while preserving anonymity of indiwal users. It is important to
declare that different hit-matrices exist for difet communities of users. A
community of users is discernable from other popudad recently accessed
communities. In the I-Spy start-page of a commuymniar the query box there is a
tick-box “private” which gives the opportunity teers to exclude their search queries
from being shown to other community members.

Another approach is a Firefox web browser plugalted TrackMeNot [21] which
periodically randomizes search queries to seargfines. This method’s goal is to
make an individual’s user profile to look like aogp of users profile by matching
firstly common queries and mix them so as to redenfiat belong to a group of users
and not to a certain user.

[13] implemented a system called Masks (Managingrymity while Sharing
Knowledge to Servers). The system adapts pseudortgm group-based
personalization. The system consists of a serder-dlasks server, which functions
as proxy between users and web sites, and privadysacurity agent (PSA) which
functions as an intermediary between users and $1askver. Each user has a
temporary identification that adopts while intenagtwith a web site and is associated
with the user’s interest in a thematic topic thhoum use of a semantic tree. For
example, sites that offer travel information and troup interested in travel shares
one mask, thus on one hand users can savour pkzsdnservices but on the other
the system can't profile each individual user. Wsean associate with a majority of
groups and masks. The PSA gives the opportunitiidaiser to configure the masks
and undertake other functionalities such as blarlind filtering privacy violations,
such as cookies and web bugs.

Anonymous per sonalization

Anonymity means that neither a user’s identity hi@r location can be emanated
and tracked online [5]. Thereby, construction aisar’'s profile can’t be build even at
a group level [21]. There exist anonymous netwosksh as the web browser
Torpark, which is based on Tor onion-routing netwydo obscure the communication
path of users, using a network of routers that kse¢he link between incoming and
outgoing traffic [19]. A search engine disablesdexipher where the query derives
from, but the retrieved results can return to et user through Tor Network [21].



Tor [19] consists of over 800 routers and is apossal to an estimated number of
200.000 users. Here, we present approaches thpaweegard to online anonymity
for personalized web services.

One approach is presented in [29]. This approablsed on the assumption that a
personalized query consists of two parts <d, g= qieryq is unstructured data and
contains sensitive information whilel contains demographic and interests’
information which is used to personalize the rggteresults. At this point, a privacy
breach is discerned. A detailed navigatbmay match through links and observed
paths of users to a small number of users or twgueqd. To fill this void, a user pool
is introduced which utilizes the semi-honest maalel anonymous communication
channel exists between each user and the useruaeby, before the user interacts
with the search engine and submits a qugtye must first register with the user pool
his personal informationd. The user pool presents the personal information
generalizedl” whered’ contains less but important information, tlthrFor example,

a user in his demographic data reveals age, gengecpde. Ifd contains “Age=25",
thend’ after generalized personal information becomese“Ag[20,30]". Therefore,
the user submits to the web service consequendly > and it is feasible to achieve
personalization without privacy breach and withthé user being concerned about
disclosing his identify because personal infornmat@&ccording to this approach
remains anonymous.

Another approach is presented in [1]. This apprazsoh be classified both in the
case of anonymity and the encryption that we diescniext, because based on two
specific solutions so as to achieve balance betweeacy and personalization. The
first approach of anonymizing query logs is throagbryptographic technique based
on secret shares. This technique retirghe-fly eliminationwith secret sharing and
consists of two primary issues. The first issudoisremove retrieved results that
uniquely identify a user. But many times a specificery may prove to be not as
uncommon as originally presumed and if the dateemoved it is difficult to be
recovered, thus meaning that valuable data caotemtnally lost. The second issue is
that a service provider needs to keep a histogfasnlomitted queries so as to achieve
accuracy in the retrieved results. To fill this diothreshold cryptography or a secret
sharing application has been proposed. The sec¢riffuS§rates the query and then
splits it into a number of shares. Each share tsimdicative on its own, but in
combination the secret can be decoded if it appaarsmes before been decoded.
The second solution relies on splitting personaditythat a service provider can't
correlate the user interests with a specific user.example, if a user is interested in
“football” and “cooking”, upon personality splithe user will look like two distinct
users with two separate preferences. In examptheob2 year old woman living in
Georgia from AOL disclosure we mentioned in a poasisection, they found that she
consists of 165 different personalities. These tmechanisms contribute to
anonymize the users and make them seem dissinulaassto achieve a balance
between privacy and personalization.

Encryption

Encryption is the process of transferring inforroatiplaintext- with the aid of an
algorithm -cipher- to make the plain text unreadably anyone, except those
possessing specific knowledge, usually referred fmossession of public or private
key. Each key is interdependent to each otherndf key is used for encryption, the



other is used for decryption. Encryption is usedptotect data which is being
transferred via networks [31].

One approach in this respect is introduced in [8AY it is called the de-
identification approach. This approach distingussiiiee data in identifiable which
contains user names, account IDs, card numberseTtata can easily map users.
The other classification of data is the piece ofadahich contains the user
preferences and interests which is not as senstvie previous. The basic idea of
the de-identification approach is to encrypt idiitie data with the domain salt and
makes it infeasible to correlate users with thewofifes under different sites. The
remaining data which consists of preferences dbasmiergo changes so that the
personalization can be achieved.

5 Challengesto Web Data Anonymization - Further Proposals

Privacy in personalized web search poses many ectygds that need to be
addressed. In this section we outline some chaderigat have been identified after
applying some of the approaches previously discls3de quest in privacy
preservation for personalized applications is tsuem a balance between personal
data protection and user-specific services. Thegdeguidelines which we described
above account for different levels of privacy pobien with the encryption method to
be at the highest level.

The first approach for safeguarding and enhancin@gy in personalized search
we have addressed is the pseudo identity apprdzsdudonymous personalization
enables information seekers to remain anonymowsigfr aliases during the different
user search sessions [28]. Namely, when a usenlseeWs IP address, the system
emanates geographic information which denotesvtin@s service [21]. Furthermore,
the majority of the online web sites require therusn order to fill a registration
form- to provide a valid e-mail address which hageault to reveal personal
information about the user’s identity. With a pdeuidentity, such personal
information is protected. But, the approach of peeEymous personalization
ostensibly seems to be a panacea however, acuftdhg the lowest level of privacy
protection because if grouping a number of qudria® the same user, it is possible
to identify the user.

The approach of group identity denotes higher degreprivacy than the first
level of pseudonymous personalization because erhand an individual user profile
cannot be constructed and on the other the ideoftione user is not discernable and
lost in a group identity, so it is a hard task toamate true information of each
individual user [21]. Higher privacy protection th#éhe approach of group identity
provide the anonymous personalization but some ugermation is kept at the
search engine in order to mine search logs andithsipossible to emanate a user’s
identity from distinct searches. The encryption rapph offers a fully protected
percentage of user's privacy but it is difficult toe achieved because the
implementation of encryption and decryption is atlyoprocedure [21].

Achieving a substantial gain and to bridge the dsiween privacy and
personalization we have to overcome these chalemgel define new protocols.
Personalization is a promising approach but theeonof user’s privacy is beyond
dispute. One movement to enhance privacy is thdoRia for Privacy Preferences
Project (P3P), created by the Wide World Web Cdnsor [6]. This Platform
empower websites to express their privacy poliarea standard machine-readable



vocabulary so as to provide information to usersualhe sites’ privacy policies and
underlying to them when a privacy breach is exist.

Another proposal for enhancing privacy in persaeal search arouse by [7]
which supports that personalization gives amelionamot to the majority of retrieved
results after inputting a query. So according t6],[2ot all searches need to be
personalized. The contribution of personalizat®mseful when a large click entropy
is discerned, meaning that various pages have desked for an input query, while
the detection of low click entropy indicates thatyoa few pages have been clicked,
thus there is no need to apply personalizationa Assult the need to search results is
mainly pronounced for informational queries andsle® for navigational ones.
Furthermore, according to [12] introduce manuaéiestion of privacy according to
the users’ requirements. The system offer the dppiy to users’ designate the level
of privacy they prefer and declare which preferermed interests desires tofgblic,
semi-public, private and don’t sharelhis system with the correlation of personalize
only queries with large entropy, users achieve guafization and control by
themselves the privacy level they prefer. Lastikirig account the P3P Platform,
users have a better image about the privacy pdhey a website supports and
enhance the navigation to the current website witikoncerns on behalf of the users
for their privacy breach.

6 Conclusion

Personalization is a promising approach to enhanceracy in retrieved results so
as to cater for the user needs and overcome tlidepnaof polysemy by the reason of
rapidly flourishingdocuments that are indexed in search engine dsal¥he two
predominant approaches towards personalization @xplicit and implicit user
profiling, with the latter respecting the user nets and search preferences. The
acquisition of user personal data is a considenasle and the initiatory stage in order
to achieve effective personalized assistance andvtmd mismatching retrieved
results. These pieces of personal data are vemsfibe to capture the tastes of users
and retrieve relevant results but users are coadeabout their privacy breach. In this
paper we have summarized the most known privacyess personalized web search
and outlined their strengths and weaknesses ihdpe of paving the ground for most
advanced data protection services in the next géonarsearch engines.
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