
1 

 

THE ADOPTION OF ANTI-CIRCUMVENTION REGULATION IN THE 

EU AND THE US; AN ILL-GROUNDED DECISION? 

Petroula Vantsiouri
*
 

 

Abstract 

This paper unearths the legislative history of the Software Directive, the Information Society 

Directive and of the Digital Millennium Copyright Act in order to identify the justifications 

that led to the adoption of anti-circumvention regulation in the EU and the US. It argues that 

although Technological Protection Measures and anti-circumvention regulation were 

presented as a means to protect copyrightholders from allegedly novel threats, as a means to 

compensate them for the harm they would allegedly endure and finally as a means to 

encourage them to exploit the potential offered by new technologies, in reality they were a 

means to establish new models for the exploitation of copyright works, as the traditional 

business models for the exploitation of copyright works were challenged in the networked 

online environment.   

  

1. Introduction 

 

At both sides of the Atlantic anti-circumvention provisions were adopted long before the real 

potential of digitization and the internet was revealed. In Europe, the first anti-circumvention 

provision was adopted at Union level in 1991; article 7(1)(c) of the Software Directive
1
 

required the prohibition of facilitation of circumvention of Technological Protection 

Measures (TPMs) protecting computer programs. Since 2001 article 6 of the Information 

Society Directive
2
 asks for the prohibition of circumvention and facilitation of effective 

TPMs protecting copyright works, other than computer programs.
3
 In the US, the Digital 

Millennium Copyright Act
4
 (DMCA) introduced anti-circumvention provisions in 1998, 

adding a new Section 1201 to the 1976 Copyright Act.
5
  

Although the introduction of anti-circumvention regulation in the EU and the US was 

hailed as a necessary instrument to promote the development of an electronic marketplace 

and protect authors and creativity, it was ill-grounded. The Software Directive is the most 
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characteristic example. In 1988 the Commission rejected the idea of an EU initiative to 

protect computer programs with technical devices with the rational that “further experience 

[was] needed with their use in practice”.
6
 Just one year later an anti-circumvention provision 

was included in the 1989 initial proposal of the Software Directive without any justification 

offered either in the Explanatory Memorandum of the proposal or in any other official 

document.
7

 What is even more surprising is that the explanations provided by the 

Commission for the adoption of the Software Directive actually disfavoured the legal 

protection of TPMs. In the same document, where the first provision that introduced anti-

circumvention at a Union level appeared, the Commission argued that copyright and not 

contract law was the most appropriate form of legal protection for computer programs, as 

“in some areas, the balance of power between producers and users of computer 

programs may not permit the latter to negotiate equitable contract conditions, due to 

the market strength of some software suppliers”.
8
 

One may wonder on what grounds negotiating conditions for the use of computer programs 

could be problematic, whereas imposing the conditions for use of computer programs through 

the use of technological systems was not.
 9

  

 Nonetheless, justifications for the legal protection of TPMs can be found in the 

legislative documents that led to the adoption of the other anti-circumvention norms. Despite 

the differences in their formulation, the justifications brought forward can be categorised as 

three main arguments. Legislatures expected that the advent of technology would facilitate 

copyright infringement, it would change the nature of reproduction for private use and that it 

would require the development of new business models for the exploitation of copyright 

works.  

In that regard, this paper examines the true dimensions and the novel character of the 

alleged issues that TPMs and anti-circumvention norms would tackle as well as the suitability 

of the adopted means to achieve the envisaged objectives.  

 

2. Facilitation of Copyright Infringement  

 

The first reason offered by legislatures to justify the necessity of affording legal protection to 

TPMs was the allegedly novel threat that the digital networked environment posed for 

copyright. Throughout the legislative history of the Information Society Directive and the 

DMCA
 
it was claimed that the ease of copying, the new models for dissemination of 
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copyright works and the difficulty in detection and enforcement of copyright law would 

facilitate the infringement of copyright. 

In the 1995 Green Paper the Commission anticipated that “[t]he digitization of works 

or other protected matter […] would create new scope for piracy and the incentive to engage 

in it” and that “the danger of piracy and improper use without payment to the rightholders 

will increase”.
10

 Two years later in the Explanatory Memorandum of the Proposal of the 

Information Society Directive it pointed out that “[t]he growing availability of protected 

works and other subject matter in on-line digital formats, also creates significant new risks 

for large-scale piracy of intellectual property. 
11

 Similar concerns were raised in the US 

before the adoption of the DMCA. In 1998 Senate Report it was stated that “[d]ue to the ease 

with which digital works can be copied and distributed worldwide virtually instantaneously, 

copyright owners will hesitate to make their works readily available on the Internet without 

reasonable assurance that they will be protected against massive piracy.”
12

 The House 

predicted that “[w]hile such rapid dissemination of perfect copies will benefit both U.S. 

owners and consumers, it will unfortunately also facilitate pirates who aim to destroy the 

value of American intellectual property” 
13

  

Likewise, the alleged need for efficient enforcement of copyright appears to be behind 

the adoption of Article 7(1)(c) of the Software Directive, although the Commission and the 

Council did not provide explicit justifications, as mentioned above.
14

 Nonetheless, given the 

placement of the anti-circumvention provision in the Initial Proposal under the title 

“Secondary Infringement”, one may assume that concerns regarding indirect infringement 

and preparatory actions for the future infringement of copyrights lay behind the inclusion of 

what was at the time article 6(2) of the Initial Proposal for the Software Directive.
 
According 

to the Explanatory Memorandum for the Initial Proposal of the Software Directive “the ease 

with which unauthorized copies of programs can be transferred electronically from one host 

computer to another, across national borders and without trace” prompted Union action in 

order to ensure that copyright holders would “bring successful actions against infringers”.
15 

As the circulation of circumventing devices was also considered by the Initial Proposal a 

means of secondary infringement, one may assume that the same problem, namely the 

efficient enforcement of copyright law, was behind the Commission‟s proposal to protect 

TPMs legally.
16

 The view that article 7(1)(c) of the Software Directive was a means to protect 

computer programs against copyright infringements was also shared by commentators at the 

time. Tapper categorised article 7(1)(c) as a provision that addresses “concerns relating to 
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infringement of computer programs”
17

 and  Lehmann argued that it was enacted “for the 

purpose of direct, and also indirect, combating of software piracy”.
18

 

 One may dispute, though, the validity of the claim that high speed chain copying for 

commercial purposes and the ease of dissemination of copyright works via the Internet 

constituted novel threats for the interests of copyright holders and thus called for the adoption 

of new norms. Firstly, large scale, commercially organised, unauthorised reproduction of 

copyright works threatened copyright holders long before the digitally networked age. 

Secondly, new technologies could not render commercially organised activities undetectable 

and thus make the enforcement of copyright law impossible or harder. On the contrary, as 

dissemination of works online leaves traces, detecting infringers was made easier than in the 

past.
 
Thirdly, even if new technologies made home copying easier, copying for private 

purposes did not constitute infringement in many countries worldwide.  

 

2.1. The threat of piracy before the emergence of the networked digital 

environment 

 

The “fight against piracy” constituted part of the standard rhetoric of copyright holders when 

trying to promote their interests long before the appearance of the networked digital 

environment.
19

 For instance, concerns regarding the future of book trade and authorship itself 

have been voiced since the 18
th

 century, when reprints and abridgements of English books 

flourished outside and within the UK.
20

 Printer William Strahan warned that trade "must soon 

be destroyed if everybody is permitted to print everything," whereas Thomas Birch's 

bookseller, Andrew Millar, was apparently “worried to death by such reprinting”. Daniel 

Defoe argued that such practices robbed authors and readers from the “prize of learning”, and 

John Wallis, a mathematician, claimed that abridgements of the works published might 

“endanger the loss of the author himself”.
21

  

With regard to music piracy, UK publishing firms in Victorian England were alarmed, 

especially about American pirates who not only sold copies of British copyright works in the 

US but also reintroduced them in the British market.
22

 In the Edwardian era UK music 

publishers had to face the unauthorised mass production of sheet music due to the advent of 

photolithography.
23

 Nonetheless, in the late 19
th

 and early 20
th

 centuries music publishing 

prospered as never before.
24

 In the US at the turn of the 20
th

 century, sheet music publishers 

were alarmed about the player piano, which threatened to reduce their revenues.
25

 Composer 
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John Philip Sousa bemoaned the introduction of the technology, predicting “a marked 

deterioration in American music and musical taste, an interruption in the musical 

development of the country, and a host of other injuries to music in its artistic 

manifestation”.
26

 

The rhetoric of piracy emerging as a novel danger was not abandoned in the late 20
th

 

century. In the 1970s publishers were warning that “the unprecedented technological progress 

harms the environment the way that DDT affects wildlife, and if the condition is permitted to 

continue it may go beyond the point of no return […] Uncontrolled […] photocopying may 

destroy the incentive for writing and the economic viability of publication”.
27

 Public outcries 

for the “novel” piracy dangers were echoed in important international fora, such as the 

Intergovernmental Committee of the Rome Convention, WIPO and UNESCO, who drew 

“attention to the widespread and increasing unauthorised duplication of phonograms and the 

prejudice it brings to the interests of authors, performers and producers of phonograms”;
28

 

and emphasized that “the enormous growth of commercial piracy and audio-visual recordings 

and of films all over the world is posing dangers to national creativity, to cultural 

development and to the industry, seriously affecting the economic interests of authors, 

performers, producers of phonograms, videograms and films and broadcasting 

organisations”.
29

  

Similar worries were also raised in Europe. In 1983 the UK Publishers Association 

drew attention to the allegedly serious problem of book piracy, especially in regard to 

developing countries.
30

 Piracy was one of the major subjects of debate at the Symposium on 

„Copyright and Cultural Policy – The Gap Between Copyright and Related Rights Legislation 

and Technological Development‟ held under the auspices of the Council of Europe in June 

1984. The participants stated in the resolution that “piracy has assumed alarming proportions 

and is to be regarded as a serious offence prejudicial to culture and the economy”.
31

 In 1988 

the Commission stated that “in recent year, piracy has emerged as a serious problem for 

copyright industries and for creative artists depending upon due respect of copyright for their 

living”.
32

 

Large scale unauthorised reproduction and distribution of works was thus by no 

means a novel threat that emerged in the digital networked environment. However, new 

technologies could alter the nature of commercial piracy, making it a more significant threat 

for the interests of copyright holders in comparison to the past.  
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The US House stated in the Commerce Report that preceded the introduction of the 

DMCA “in contrast to the analogue experience, digital technology enables pirates to 

reproduce and distribute perfect copies of works - at virtually no cost at all to the pirate.”
33

 

This statement though disregards the fact that not only the reproduction and distribution of 

unauthorised copies has been perfected, but also the reproduction and distribution of 

authorised copyright works. The “perfection” of copies is important to the extent that it 

makes the copies interchangeable substitutes of the authorised originals.
34

 Of course, 

unauthorised reproductions and original copyright works are not perfect substitutes as the 

level of substitutability can be influenced by factors other than the quality of the unauthorised 

reproduction, such as the desire to compensate the author of the work for her creative effort. 

Nonetheless, contrary to the arguments of the legislature,
35

 digital advancements did not 

render the markets for authorised and pirate goods substitutable to a greater extent than 

handwritten book copies or music sheets did in the past. For example, an unauthorised 

handwritten copy of a manuscript or handwritten music sheet substituted original handwritten 

works in the 15
th

 century, an imported US or Dutch book substituted a printed English book 

in the 19
th

 century and large scale unauthorised reproductions of cassettes made with the use 

of professional equipment could substitute the original works, just like the pirated CDs and 

DVDs sold by professionals are substitutes of the original works.  

Moreover, the claim that reduced costs of production and distribution of copies of 

copyright works would induce greater levels of piracy is unsubstantiated. A reduction of the 

costs of unauthorised reproduction would create a greater profit margin for pirates, only if all 

other market factors remained the same. However, as new technologies reduced the cost of 

production and distribution for pirates, they also reduced these costs for copyright holders 

and allowed them to offer their products in lower prices.  

The example of the fall of productions costs for hardcover books of general interests 

in the digital environment verifies that. Although publishers argue that the expenses for 

publishing a book do not differ substantially in the digital world, as royalties and the need for 

editing and marketing remain the same,
36

 these costs would only amount to 36.5% of a 

book‟s cover price.
37

 For e-books there are no returns, no warehouse fees, no printing 

expenses and shipping costs and the costs for maintaining an electronic market place are 

substantially less than for the maintenance of numerous bookstores
38

. The costs for running a 

publishing company are also reduced, as books are sold to a universal marketplace and there 

is no need for the distribution networks of the off-line world.
39

 Moreover, the advent of 
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technology gives the opportunity to authors to publish their works themselves without the 

cost of the publisher as an intermediary.  

So, following the same logic that the legislature accepted with regard to pirates, 

copyright holders would be in better position now than in the past to exploit the markets for 

copyright works, as they would not have to bear the higher costs that their predecessors had 

to bear and thus they could offer their products for lower prices.  

Thus, at the time of the enactment of the anti-circumvention norms the “virtually 

costless” reproduction of copyright works could have led to three different scenarios, 

depending on how copyright holders would have reacted to the technological advancements. 

If copyright holders took full advantage of the possibilities offered by technological 

advancements and lowered the price of their products, the profit margin for commercial 

pirates would be reduced and thus they would be discouraged from engaging in unauthorised 

copying. On the other hand, if copyright holders retained the same price despite the reduction 

in the production costs, commercial pirates could benefit from “easy and costless” copying 

and be induced into piracy because of the greater profit margin they would enjoy as a result 

of their reduced costs for reproduction. Finally, if both took equal advantage of the new 

technologies the situation would not change from the past, since the profit margin of the 

pirates would remain the same. Moreover, even if the advent of technology actually created a 

greater profit margin for unauthorised activities and induced commercial piracy, it does not 

follow that the demand for pirate works would increase at a similar pace, as the demand for a 

work is influenced by divergent factors. 

Besides, assuming that reduced costs induced more people to engage in piracy, pirates 

would also compete among themselves, driving some out of the market. In any case, even if 

pirate works substitute the sale or rental of authorised works, authorised and unauthorised 

works can never be perfect substitutes because consumers take into consideration other 

factors such as the need to compensate the author. The quantity of pirate works is not a 

crucial factor as such, given that there were pirate works in the market before the introduction 

of the networked digital environment.  

In sum, piracy still threatened the interests of copyright holders in the networked 

digital environment, however, this threat was not a novel one and its characteristics did not 

change with the advent of technology.  
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2.2. TPMs and anti-circumvention were unable to stop commercial piracy  

 

Even if large scale unauthorised reproduction and dissemination of copyright works would 

actually increase in the networked digital environment, TPMs would be unlikely to deter 

commercial pirates. This was in fact pointed out by the European Commission in the 1988 

Green Paper with regard to the Digital Audio Tape (DAT) recorder, a digital recording and 

playback device developed by Sony in 1987. The recording industry viewed the DAT 

recorder as a potential problem in relation to home copying and the Commission proposed the 

use of TPMs as a deterrent.  It stated clearly, though, that TPMs would “not prevent the 

determined pirate from producing illegitimate copies”.
40

 However, a decade later the 

legislature did not provide any reasons in the legislative documents preceding the adoption of 

the Information Society Directive or the DMCA justifying why TPMs would deter large scale 

pirates. 

 Commercially organised piracy had thrived in the past when the reproduction of 

works was subject to numerous limitations. Expensive production costs, long printing 

schedules and limited markets for copyright works had not deterred pirates from engaging in 

the infringement of others‟ copyrights. Copyright holders and the legislature repeatedly 

claimed that for every lock there is a key and it would be naïve to claim that the organised 

pirates would not be able to find it. At a minimum, digital copy protection of non-interactive 

works is subject to the analogue hole.
 41

 Almost-perfect copies of music and audiovisual 

works can be made by tapping into the analogue output of a player and once redigitised into 

an unprotected form, duplicated indefinitely. Likewise, if text based content can be printed or 

displayed, it can be scanned and distributed in unprotected formats.
42

 Thus, TPMs are not 

able to stop professional operations involved in the unauthorized mass duplication of media. 

Furthermore, large scale reproduction and distribution of copyright works was already 

illegal under copyright law at the time of the enactment of the anti-circumvention provisions. 

People who engaged in such activities were determined to break the law and thus a separate 

legal obligation to respect copy and access controls embedded in copyright works was 

unlikely to stop them from engaging into piracy. Nor was it likely that the legal prohibitions 

on circumvention would deter circumventors who cooperated with pirates.  Regardless of the 

adoption of anti-circumvention norms, circumventors who wilfully cooperated with pirates 

would be liable under the secondary liability doctrine for copyright infringement or under 
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unfair competition laws. Thus, TPMs and anti-circumvention were not the appropriate tools 

in the fight against commercially organised piracy. 

 

2.3. New technologies did not have a negative impact on the detection of 

copyright infringements and the enforcement of copyright law 

 

According to the legislative history of the relevant acts, the alleged difficulties in detecting 

copyright violations and enforcing copyright law due to the “international” and intangible 

nature of the violations in the networked digital environment prompted the use of TPMs and 

their legal protection.
43

 This claim contains a logical contradiction though; if assumed correct, 

it does not explain why the detection of circumventors, who could also be situated in any 

country in the world and could also use the Internet, and the enforcement of the anti-

circumvention provisions, would be more successful than the detection of copyright violators 

and the enforcement of copyright law. 

 This contradiction is particularly obvious in the Software Directive. The protection of 

TPMs applied to computer programs was introduced concurrently with the protection of 

computer programs as literary works under copyright law at an EU level.
44

 The legislative 

history of the Directive does not support the contention that copyright law did not provide 

adequate protection for computer programs, so that the use of technology was necessary to 

safeguard the efficient enforcement of copyright law. On the contrary, the Commission 

argued that “copyright [could] provide the solution of ensuring adequate protection against 

misappropriation and, in particular, against unauthorised reproduction” and rejected contract 

law as the means of protecting computer programs.
45

  

Nonetheless, it is not the first time that copyright holders complained about the 

difficulties of detection of infringers and enforcement of copyright law. In 1903 music 

publishers were highly worried with the difficulties in bringing actions against pirates and 

their inabilities to recover damages.
46

 In 1905 a meeting of the Music Publishers‟ Association 

noted that “an immense number of copies of piratical works have been seized and plates 

destroyed, but unfortunately fresh offenders spring up in one neighbourhood as soon as they 

are stopped in another”.
47

  

Similar concerns have been uttered just before the digital revolution took place. A 

1984 survey requested by the Commission found that “in many instances the courts have 

tended to treat pirates very leniently” “the police take an interest in piracy only when it can 
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be shown that the pirates also engaged in other criminal activities” and “customs authorities 

have to date been very reluctant to become involved in controlling imports of pirate good 

products”.
48

  

According to this survey the distribution network of pirate products was sophisticated 

and complex and had a variety of outlets.
49

 Pirate products were distributed via wholesalers 

and established retail outlets as well as street traders, stalls in fairs, local markets, petrol 

stations, corner shops and sales by travelling agents out of the back of their van. Off-line 

distribution of copyright works, hence, required effective search and seizure procedures for 

taking legal action against and proving pirate activity, enabling copyright holders to enter the 

premises of the presumed infringer, search for evidence of pirate activity and seize that 

evidence.
50

  

Nor were copyright infringements of a strictly national nature in the past.
51

 Even in 

the early nineteenth century the British book trade was facing threats to its market from 

France, Belgium, Germany and the US.
52

 In the end of the twentieth century the Commission 

was stating that “the cross-frontier nature of the [piracy] traffic emerges clearly both as 

between Member States and non Member States”
53

 and “a considerable proportion of pirate 

goods sold in the Member States have been imported from countries both from within and 

without the Community.”
54

 Book piracy in developing countries was considered a serious 

problem, especially in India, Pakistan, the Middle East, Southeast Asia, Latin America and 

Africa
55

, whereas piracy of sound recordings and audiovisual works was viewed as a serious 

problem, addressed in numerous conferences and working groups within international 

organizations.
56

 According to Gillian Davies, the Associate-Director General of the 

International Federation of Phonogram and Videogram Producers, “[p]irates do not 

discriminate between the national repertoire of their own country of origin and the repertoire 

of other countries; they seek to earn easy money from all successful recordings, whatever 

their origin”.
57

 Hence, copyright enforcement was more complicated as a result of 

international piracy, which required customs cooperation at the international level.  

Detection and enforcement in the off-line environment called for time-consuming 

administrative procedures that required close international cooperation, international 

initiatives such as customs seizure and search and seizure proceedings administered by 

foreign authorities, which may not have been willing to cooperate or secure the disposal of 

infringing equipment and equipment used to produce them.  
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2.4. Unauthorised reproduction for private use was permitted under copyright 

law 

 

As mentioned above, large scale piracy did not begin with the internet or digitization of 

works. With the exception of the 1988 Green Paper,
58

 though, legislative documents do not 

specify whether piracy refers solely to commercial organised activities, or also encompasses 

unlicensed activities pursued by end users.
59

 The scale tilts to the latter definition as the claim 

was brought forward that the advent of digital technology along with the possibilities 

provided by the Internet would change the person of the infringer of the reproduction and 

distribution rights from that of an organised pirate to the consumer of copyright works.
60

  

However, at the time of the adoption of the Information Society Directive, the Software 

Directive and the DMCA the reproduction of copyright works was permitted under specific 

conditions in many countries worldwide.
61

 

At an international level Article 9(2) of the Berne Convention leaves signatory states 

with the discretion to introduce exceptions to the right of reproduction of copyright works.
62

 

This exception was used as a basis so that many States would allow copying in the private 

sphere. In the EU, with the exception of Ireland, Luxemburg and the UK, Members States 

explicitly permitted home copying in their national legislation. Austria
63

, Belgium
64

, 

Denmark
65

, Finland
66

, France
67

, Germany
68

, Greece
69

, Italy
70

, the Netherlands
71

, Portugal
72

, 

Spain
73

 and Sweden
74 

introduced levy systems to provide remuneration for the act of home 

copying.
75

  

Home copying was also permitted in the US, although it has been a controversial issue 

for a long time.
76 

Under the Copyright Act of 1971
77

  home copying of sound recordings was 

permitted, as the legislative history of that act explicitly stated that home taping for private 

use was not considered infringing activity.
78

 However, in the Copyright Act of 1976, which 

superseded the 1971 Amendment, there was no mention in the Act or in its legislative history 

of whether home copying constituted an infringing activity. The 1976 Copyright Act 

accorded statutory recognition for the first time to the jurisprudence developed doctrine of 

fair use, which allows limited use of copyright material without acquiring permission of the 

copyright holder under a four factor balancing test. For two decades after 1976 there was a 

wide debate among academics, the recording industry and electronics manufacturers over 

whether home copying constituted fair use. The US Supreme Court was asked to decide upon 

this issue in the Sony Betamax case, where a safe harbour from copyright challenges for 
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technologies suitable for substantial non-infringing uses was established.
79

 The Court held 

that private, non-commercial copying for time shifting purposes came within the fair use 

exception to the exclusive right of reproduction. The Sony Betamax ruling was statutorily 

confirmed in 1992, when the Audio Home Recording Act was enacted, which permitted the 

making of private, non commercial copies by consumers using digital or analogue audio 

recording devices.
80

 More specifically, private non-commercial copies of music recordings 

were explicitly permitted under Section 1008 of the AHRA, whereas home copying of other 

works could fall under the fair use defence. 

Hence, the introduction of anti-circumvention provisions was not necessary for 

tackling infringements of copyright law by consumers who reproduce copyright works, as the 

making of not-for-profit private copies of published works for personal use was permitted in 

many jurisdictions.  

 

2.5.  Interim conclusion 

 

The claim that novel threats for copyright infringement in the digital networked environment 

made the use and legal protection of TPMs indispensable was unsubstantiated, as neither 

novel problems of inducing and enforcing copyright law appeared, nor were TPMs a suitable 

tool to deal with them. It appears that the legislature chose to refer to piracy that would 

devastate the interests of copyright holders and avoided to distinguish between large scale 

commercial reproductions and reproductions for private use, which was permitted at the time, 

to avoid the longstanding debate of home copying and, thus, regulate it indirectly.  

Owners of copyright works had long claimed that private copying constituted 

infringement, while user groups and electronics manufacturers had long denied those claims. 

As mentioned above, in Europe, private copying was explicitly permitted in the majority of 

Member States, which was balanced by a royalty system to compensate copyright holders.
81

 

The debate around harmonisation of the levy schemes within the EU is complex and highly 

controversial.
82

 In the US it was contested whether home taping for private use was an 

infringing activity since the enactment of the 1976 Copyright Act. The enactment of the 

DMCA was preceded by the Court of Appeals and Supreme Court decisions in the Betamax 

case, by repeated failed legislative attempts to resolve the issue of home taping,
83

 by attempts 

by the recording industry to persuade the electronics industry voluntarily to install within 

their products devices, which would prevent unauthorized copying, by the rejection of an a 
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priori  prevention system, i.e. the “copycode”, and by a compromise reached in June 1991 

among the recording industry, recording artists, songwriters, music publishers, the consumer 

electronics industry and consumer groups, regarding the home taping dispute, which was 

reflected in the adoption of the Audio Home Recording Act.
84

  

So, instead of engaging in the debate regarding the legality of copying for non-profit 

purposes, copyright holders complained about the infringement of their rights by pirates. 

Reference to “piracy” could work for the benefit of copyright holders in two ways; firstly, it 

could gain the sympathy of the public, as copyright piracy is presented as the ethically 

equivalent to attacking ships on the high seas, kidnapping and murdering the people on 

them.
85

 Secondly, the term “piracy” does not specify whether it refers to “copying 

unauthorised by the right holders” or “copying prohibited by law”, thus creating confusion 

about whether the “pirate activities” actually infringe copyright law.
86

 This may explain why 

the 1998 Green Paper specifically differentiates between piracy and home copying, whereas 

in the following legislative material the distinction is blurred. 

The concerns hidden behind the claims of widespread, unprecedented infringement of 

copyright law and the inability of copyright holders to enforce their rights in the networked 

digital environment concealed the actual concerns of copyright holders, regarding the extent 

that not-for-profit reproduction would reach and the opportunity to take advantage of the 

potentials that the advent of technology was providing them, as copyright holders would be 

able for the first time to control private enjoyment of their works. The use of TPMs and the 

adoption of the anti-circumvention regulation was, thus, a matter of altering the existing 

status quo, rather than enforcing their copyrights in the digital networked environment. Thus, 

the question arises whether the advent of technology called for a change in the legal regime 

so as to restrict home copying.  

 

3. Change in the nature of not-for-profit copying  

 

In the legislative documents leading to the adoption of the Information Society Directive and 

the DMCA the argument was presented that due to the ease and speed of reproduction and 

dissemination of copyright works in the digital networked environment along with the 

optimisation of the quality of the copies made by the public, a single unauthorised uploading 

of a work in the Internet could have devastating effects for the market of the work, unlike 

most single reproductions and distributions in the analogue or print environment.
87

 In the 



14 

 

Explanatory Memorandum of the Proposal of the Information Society Directive it was stated 

that “with the latest developments, users will now be able to record their own CDs in perfect 

quality or even to copy text, sound or films onto a blank CD an unlimited number of times. 

This will give copying for private purposes, currently allowed in the majority of Member 

States, a completely new dimension”.
 88

 Likewise, in the House Report preceding the 

adoption of the DMCA it was stated that“[t]he digital environment now allows users of 

electronic media to send and retrieve perfect reproductions of copyrighted material easily and 

almost simultaneously, to or from locations around the world. With this evolution in 

technology the law must adapt in order to make digital networks safe places to disseminate 

and exploit copyrighted works.”
89

 

Up to the middle of the twentieth century the majority of copying of copyright works 

occurred in a relatively limited number of places, undertaken by a limited number of people 

predominantly for profit.
90

 Large scale pirates would then disseminate the copies to end users 

through sophisticated distribution networks.
91

 The introduction of the easy-to-use, 

inexpensive, coin-operated photocopiers in the 1960s provided the public, along with office 

workers, library staff, government employees and students, with the ability to make cheap 

and quick copies themselves.
92

 Likewise, the availability in the market of consumer 

electronics of easy to operate, inexpensive magnetic tape reproduction equipment from 1964 

and video recorders from the early 1980s enabled consumers to make copies of audio and 

visual works either for their personal use, or for use by family and friends.
93

 The introduction 

of these technologies raised concerns on behalf of copyright holders and their supporters 

regarding the harm that the new technologies would have on authors' rights that initiated the 

home copying debate. 

However, the legislature and the judiciary in the EU and US were reluctant to admit 

that such copying had a negative impact on the exploitation of copyright works. Indeed, there 

were many voices that argued that photocopying did not cause significant damage to the 

financial interests of copyright holders, as it was mostly excerpts from journals that were 

photocopied and the photocopying practices mainly substituted manual note taking, typing or 

handwriting a copy, instead of posing a threat to the market for copyright works.  

For example, in 1965, Dan Lacy, Managing Director of the American Book 

Publishers Council, testified at a House of Representatives committee that "[m]ost of this 

photocopying, at least at present, probably consists of excerpts and probably mostly of 

journal articles. Most of it at present is probably undertaken in lieu of manual note taking, 
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typing, or handwriting a copy, and in lieu of library loan rather than in lieu of buying a 

copy".
94

 According to a 1962 report “no significant damage [occurred] to the copyright 

holders in the scientific and technical fields although duplication of this material [was] 

widespread and [was] growing rapidly”.
95

 In 1967 another report, which examined the 

potential pernicious effects of modern, institutionalized photocopying of copyright works, 

particularly journal articles, characterised wholesale copying by libraries as “a non-violent 

form of civil disobedience” in the name of fair use.
96

 In 1973 the issue of whether the making 

of unauthorised articles infringed the publishers‟ copyrights in journals was decided in 

Williams & Willkins Company v the United States.
97

 The court held that “this record fails to 

show that plaintiff (or any other medical publisher) has been substantially harmed by the 

photocopying practices of NIH and NLM, it does show affirmatively that medical science 

will be hurt if such photocopying is stopped” and held that the specific photocopying 

practices of the involved agencies was not an unfair use of the copyright materials. 

 
As regards audiovisual copying devices, the Commission argued in its 1988 Green 

Paper that ordinary sales of copyright works were not affected to a substantial extent by home 

copying. It noted that “[t]he extent to which the decline in sales of the vinyl disc and the 

absence of growth in the world sound recording market from 1981 to 1985 can be attributed 

to home copying is far from clear. Many factors other than home copying were certainty 

present which could account for the results. Even if it  is accepted  that home sound  and 

video recording is an increasingly common practice, as the figures on sales of recording  

equipment and blank tape confirm, questions  remain  as to whether the recordings made are 

of protected works and, if so, whether they have a negative impact on the normal  exploitation 

of those works. Since home copying is by its nature a private act, a clear picture is difficult to 

draw […] Since a significant proportion of those who copy at home do so from sources they 

have already purchased, it seems reasonable to expect that sales of pre-recorded material 

would not necessarily increase dramatically, even if home copying of recorded sources were 

totally prevented.”
 98

 

In the US the Supreme Court based its holding in Sony Betamax on the District 

Court‟s findings that “time-shifting”, namely the practice of recording a broadcasted 

programme to watch it once at a later time, actually enlarged the television viewing 

audience
99

 and did not impair the commercial value of copyrights in the broadcasted 

programs, nor did it create any likelihood of future harm.
100
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Indeed, private copying did not have a significant negative effect on the markets for 

copyright works, as rightholders were compensated for the work or the broadcast of the work 

from which the copy was made and the unauthorised copies could be distributed only to a 

limited circle of people. Copying in the analogue off-line world was affordable but costly and 

sometimes time-consuming, the distribution of the unauthorised copies was subject to real 

world limitations and the distributor could not retain the unauthorised copy for her personal 

use. Even in the cases of taping from broadcasts and photocopying from libraries, the copiers 

were people that could legally access and read or watch the original works they copied, albeit 

with time and space limitations, thus questioning whether they would have purchased the 

work they copied.  

The question subsequently arises whether there is a substantial prejudicial effect on 

the commercial exploitation of copyright works in the networked digital environment in 

comparison to the past. What changed with the advent of digitization and the Internet was 

that technology expanded the large scale of not-for-profit unauthorised reproduction and 

distribution of copyright works.   

Instead of a user purchasing a copyright work, borrowing a book from the library or 

watching a TV broadcast and making copies for her personal use or for a circle of family and 

friends, the digital networked environment allows the perpetual reproduction of unauthorised 

copies of works to a significantly larger number of people. Moreover, file-sharing services 

have enlarged the number of consumers who can enjoy an unauthorised copy of a copyright 

work globally to people with no personal connection to each other. In contrast to circulation 

of unauthorised works off-line, the copyright holders do not receive any revenues not even 

for the copy from which the copy was made. Although large scale unauthorised reproduction 

and dissemination of copyright works can lead to increased revenues for authors of works, as 

it will be discussed bellow the business model of the exploitation of copyright works needs to 

change for authors to benefit from alternative sources of funding.
101

 Indeed, even supporters 

of file-sharing do not contest that the advent of technology has allowed consumers to copy 

copyright works on an unprecedented scale at minimal cost thus disrupting some traditional 

business models in the creative industries.
102

  

Hence, the internationalisation achieved via the Internet and the perfection in the 

quality of digital copies are crucial because they extend the circle of people who can enjoy an 

unauthorised reproduction of a work in comparison to the past. In the off-line, analogue 

world the deterioration in quality every time the work was copied resulted in limited number 
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of unauthorised copies made by an authorised work, which were only disseminated to a 

limited number of people, namely people whom the copier would know.  

 Furthermore, the “costless” reproduction achieved via the new technologies does lead 

to a market failure, as the consumer may get the work for free which is less than the 

copyright holder or the commercial pirate offers it for.
103

 There is no need for inducement to 

engage in piracy, as the copyist-circulator does not act to gain profit. Moreover, there are 

greater difficulties of detection and infringement because the copiers are the consumers, who 

can be located everywhere and it is impossible to take legal action against every violator and 

ineffective to pursue selective enforcement. Private enforcement would be an inappropriate 

marketing strategy, since copyright owners would turn against their clients, while it raises 

many issues of privacy and due process.
104

  

 Whether copyright holders actually anticipated the development that the distribution 

and dissemination of works through the Internet would have, especially after the emergence 

of file sharing technologies, or whether they exaggerated these threats to promote their 

interests in the digital networked environment, we do not know. However, digital 

reproduction of works and their dissemination online lead to higher degree of substitutability 

with original copyright works in comparison to the past and can disrupt traditional business 

models in the content industries. The differences from private enjoyment of works in the past 

is that previously a person could loan, resell or make an unauthorised copy of work for a 

specific group of people inside a circle of family, friends or at least acquaintances, whereas 

via the Internet one can keep the copy of the work for her private enjoyment and disseminate 

to a huge circle of people unknown to her. 

 This however does not signify the end for copyright or authorship rights, as 

technology altered the market for copyright works and provided the potential for the creation 

of new models for the exploitation of copyright works. This has happened repeatedly in the 

past. Following the invention of the printing press, the development of player pianos
105

 and 

perforated rolls of music,
106

 the invention of photography and of the photocopier, the 

development of the technology that made it possible to retransmit television programs by 

cable or by microwave systems,
107

 the development of the audio tape recorder and video tape 

recorder,
108

 the law of copyright has developed in response to significant changes in 

technology.  

 In the 1920s music companies feared that the introduction of radio would undermine 

the market for records, whereas now the industry has come to see radio as an important tool 
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to promote songs and boost record sales.
109

 In the case of photocopying, commentators had 

argued that it had opened up new secondary markets for works, such as photocopied tables of 

contents to be distributed by researchers
110

 and it had enhanced the copyright holders‟ ability 

to price discriminate.
111  

Likewise, 
 
the Commission anticipated in its 1988 Green Paper that 

“[t]he digital cassette recorder will undoubtedly open up new markets in the data storage and 

audio recording fields.”
112

 With regard to the VCR, after the movie studios‟ lost the battle 

against home taping in Sony Betamax, they realised that selling and renting videotapes and 

DVDs presented a major business opportunity. 

In that regard, the networked digital environment constituted a whole new market by 

itself. According to the EU and US legislature, the further spread of technology, the 

emergence of new distribution channels, the dissemination of information through “on-

demand” delivery services over interactive digital networks as well as the convergence of 

previously distinct categories of works and of the audio-visual, telecommunications and 

information technology sector led to creation of a new market for the exploitation of 

copyright works in the digital networked environment. TPMs and anti-circumvention offered 

new possibilities to copyright holders to alter the ways of exploitation of their works and 

establish new more profitable models to secure revenues. 

 

4. Establishment of new models for the exploitation of works 

 

In its 1995 Green Paper the Commission encouraged the production of new mechanisms, 

which would facilitate supervision of the use of protected works and supported the 

establishment of a “pay-per-use” model; it claimed that “[d]igital technology could make 

home copying into a fully-fledged form of exploitation.[...] Rights management should be 

rendered easier, allowing individual negotiation on the basis of exclusive rights to 

continue.”
113 

Likewise, according to the US House Report the DMCA “intended to ensure a 

thriving electronic marketplace for copyrighted works on the Internet” and addressed the 

problems “posed by possible circumvention of technologies [...] which will be used to protect 

works in the digital environment and to secure on-line licensing systems”.
114

  

Allegedly, the potentials of the new technology could be realised only if the authors 

of creative works were protected from the challenges that new technology posed, as 

otherwise they would not place their works on the Internet.
115

 The Commission expected that 

“[w]ithout an adequate and effective copyright framework, content creation for the new 
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multimedia environment will be discouraged or defeated by piracy, penalizing authors, 

performers and producers of protected material.”
116

 According to the 1998 Senate Report 

“[c]reators and other owners of intellectual property [would] not [have been] willing to put 

their interests at risk if appropriate systems-both in the US and internationally- [were] not in 

place to permit them to set and enforce the terms and conditions under which their works 

[would be] made available in the NII environment”.
117 

The situation was presented as if the then existing market players had to retain their 

status quo in the networked digital environment or else creativity and authorship would be 

hindered. However, this position ignored the new potentials that the advent of technology 

offered for new market players to enter into the market. As affordable copyright works can 

boost the market for electronics, such as e-book readers and mp3-players, companies like 

Amazon and Apple acted as intermediaries making copyright works available to the public.
118

 

Moreover, the wide availability of copyright works effectively for free may raise legitimate 

demand through positive demand-side externalities, sampling, and sharing. In any case, there 

are alternative ways to fund authors‟ creative efforts other than the sale of embodiments of 

their works. As music becomes available effectively for free, the interest in music groups is 

likely to increase, leading to a rise of the price of concerts, so that artists who earn income 

from concerts might not be hurt by a decline in music sales.
119

 Similarly, authors may be able 

to substitute their income from books through speaking tours if many more readers are more 

familiar with their writings.
120

 Indeed, studies conducted a posteriori support the contention 

that the advent of technology did not discourage the production of copyright works. The 

publication of new books rose by 66% over the 2002-2007 period, and worldwide feature 

film production increased by more than 30% from 2003 to 2009.
121

 

Furthermore, the exploitation of the Internet as a means of dissemination of copyright 

works was not a choice that copyright holders had; instead it was the best way to promote 

their legitimate interests. Authors of creative works were offered the potential to use the 

advent of technology to lower the cost of production and dissemination of their works and 

exploit the markets in which they were active in order to drive out of the market large scale 

commercial pirates.
122

 Moreover, as the traditional methods of exploitation of works were 

challenged by the change in nature of not-for-profit copying and dissemination of works, 

copyright holders had to resort to new models of exploitation of their works. Already in 1998 

the Commission was expecting that the convergence of previously distinct categories of 

works and distribution methods as well as the dissemination of information through “on-
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demand” delivery services over interactive digital networks would replace over time the 

traditional methods of exploitation of copyright works, like buying or renting physical copies 

of copyright works.
123 

For these reasons, no incentive was needed for copyright holders to use 

the advent of technology to promote their works; on the contrary, the legislature should have 

focused its attention on the new models that fostered creativity and innovation and 

disseminated works and information to the public, even if that meant that the interests of 

established market actors would be hurt  

 

5. Conclusion  

 

Three main justifications can be traced in the legislative history of the acts that introduced the 

EU and US anti-circumvention norms. First, it has been claimed that the ease of copying and 

the new models of dissemination of copyright works and the difficulty in detection and 

enforcement of copyright law would facilitate the infringement of copyright.  Secondly, the 

advent of technology was expected to alter copying for private purposes, which was allowed 

at the time in the US and in the majority of the EU Member States. Thirdly, it was claimed 

that the new technological achievements could potentially lead to new desired financial 

models for the exploitation of works. Hence, TPMs and anti-circumvention were presented as 

a means to protect authors, publishers and performers from allegedly novel threats, as a 

means to compensate them for the harm they would allegedly endure and finally as a means 

to encourage them to exploit the potential offered by the new technologies. In reality, though, 

TPMs and anti-circumvention were a means to establish new models for the exploitation of 

copyright works, as the traditional ways of exploitation of copyright works were challenged 

in the networked online environment.   

 Although the role of TPMs does not alter according to the subject matter they protect, 

the legislature relied on divergent justifications for the adoption of anti-circumvention norms 

in the EU Directives and the US Acts.  The 1991 Software Directive, which was the first EU 

instrument to include an anti-circumvention provision, failed to provide any justifications 

regarding the need for legislation on the matter. At that time the protection of TPMs from 

circumvention was uncontroversial,
124

 probably because legislature and commentators had 

not yet realised the wider implications of the use of TPMs exploitation of copyright works 

which were safeguarded by copyright. When enacting the Information Society Directive and 

the DMCA the legislature emphasized mainly the violation of the authors' interests and the 
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threats for authorship and creation and tried to justify resorting to means of exploitation of 

copyright works other than traditional copyright law as an equilibrium of justice that would 

be reached because of the harm that copyright holders had to endure because of the advent of 

technology. As mentioned above, though, the claims for easier copyright infringement though 

were not accurate. In reality, the various anti-circumvention provisions have as their common 

objective to safeguard a model of exploitation of works, despite the different articulation of 

the justifications of anti-circumvention in the different instruments. 
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