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Introduction

Although intellectual property is all around usysgimes we hardly realize it. A

common example is the intellectual property ofséstor performers, or the creators of
computer programmes, which is easily accessibleutiir the internet. Undoubtedly

we live in an era when we can be informed throdghvorld wide web about events
happening around us, in the shortest possible tanthe lowest possible cost and in
the convenience of our home. Most importantly, ititernet may provide anonymity

and freedom of movement by the user. However, teedipe benefits of such freedom,
the anonymity can result in abusive or non-complections within the applicable

legal framework. Although a detailed and thorougtalgsis of the issue may be
impeded from differences arising from the laws afte country involved, there are
common areas where the legal framework betweentgesircolludes. Such common
areas include, but are not limited to, the promotd activities related to terrorism,

drugs, and hacking (the most severe offences). ilReipe severity of the cases
previously described, intellectual property riglméringement is one of the most

common offences committed through internet channels

Although internet anonymity is assumed, the acswfing the internet may leave a
huge trail of personal data behind. The user mayige substantial information
during activity on the internet; this leaves ople bpportunity for a third party to
extract data concerning the user’'s personal prditel preferences, for various
underlying motives. The “assumed freedom” of iné¢risage creates an environment
of false security so that the internet user feelmfortable about providing personal
information.

Regarding the trail of internet usage contradictioms arises. In this paper, we will
attempt to analyze this contradiction from the pecsive of intellectual property
rights infringement. Can the creators of works asttier rightholders use the
identitification data of the internet users in ord® be protected from the
infringements performed by the latter? If yes, ungbat conditions? The result of
balancing the protection of intellectual properhdeprivacy is not obvious. For this
reason, different jurisdictions have given diffaregsponses. In the present paper, we
will consider this question under both Greek anenEh law. The choice of the first
legal system is justified by the venue of this ewahce. The choice of the second is
justified by the original solution given in the R legal system and the reactions to
it at European level.

We will examine the processing of internet usemstspnal data and under which
circumstances the data might be disclosed. Speltificproviders of electronic
communication services may be required to reveal personal data of their
customers, that is to say internet users, under ajpgicable legal framework
requirements, i.e. when an investigation by theh@uties is taking place (I). An
obligation thus arises to retain this data for ectjed period of time, usually 1-2
years (I1).



I. The obligation of electronic communication provders to provide
the personal data of internet users

The need to identify the user, raises the quesifowhether the matching of his IP
(Internet Protocol) address, with the identity loé tsubscriber to an internet access
service, should be allowed (see section B below)hé above case, an issue arises of
whether the IP address constitute personal datacandbe considered among the
information that the provider should store undetaie conditions. Furthermore, we
will examine whether it should be also covered Iy tlefinition of communication
(see section A below).

A. The IP address as personal data and as part obmmunication

The IP address is automatically assigned by a geowof internet access services to
any internet user. It is composed of four serieghage numbers between 0 and 255
[Putman, 2011]. It can be static or dynamic, dependn whether it consists of the
same series of numbers, each time a subscribenrgcted to the internet.

The use of a dynamic IP address has no effectaadintification of a subscriber.
The provider may obtain the identification informoat of the IP address holder at any
time. It is possible to uniquely identify a subber connected to the internet on
25.05.2012 at 11:00, even if he was disconnectesl fininutes later. However, a
shared IP address could be used by two persomg liwi the same house using the
same internet access service. Further, if a sulesdeaves the network “open”, other
users may log in with the same address. Also, &dnaeith only basic knowledge
may steal an IP address of another user. Theratoees is a possibility that the IP
address cannot identify the internet user.

As described above, technically, the subscribeésiification is a possibility (see for
a definition of personal data Directive 95/46/EQiéle 2.a“person is one who can
be identified, directly or indirectly, in particulaby reference to an identification
number”, Greek Law 2472/1997 Article 2.a, French Law 78-08.01.1978
Article 2.2; see for a definition of communicati@nrective 2002/58/EC Article 2).
The question that arises, however, is whether nragdine IP address to the identity
data that a subscriber has given to his providetss legally permitted, i.e. if the IP
address is personal data or part of the commuaitatine use of this data should be
carried out under the conditions and guaranteesiged by each legal system.
Otherwise, the user could be easily identified st rightholders may initiate legal
action against him to stop any infringement of liettual property.

UnderFrench law, the qualification of the IP address@ersonal dataseems quite
perplexing. The Court of AppeaCoéur d’appe] CA) of Paris in its judgement of 15
May 2007, considered that the IP address does bpastitute personal data
information. Therefore, a specifically assignediaidd for this purpose (certified
agent,agent assermeny&ould identify a user participating in a file simg network
[Simon, 2009]. The court stated that the IP addhedsrs only to a machine and not
to the person using it"(translation, “trans.”). Similar statements arerfd in other
decisions of that court, as of 27 April 2007, ofM&ay 2007, of 12 December 2007, of
29 January 2008 [Pignatari, 2010; Szuskin, 20079i5&2007].

By contrast, French courts decisions acceptingRhaddress as personal data, have
also been issued (TGI Paris, 24.12.2007, CA Rer#65.2008) [Identification des
utilisateurs de logiciels, 2008]. A judgement of 2dne 2009 states th&n IP



address is considered a personal data due to itsespondance with a number
provided by an internet access provider, identifys computer connected to the
network ... In view of the available technical medhs address appears to be the
only evidence related to the person who postedghblished contentEven if the IP
address can be spoofed using specially developaage tools, ...this fact does not
prive the IP address from being considered as gatanitting to identify the content
providers” (trans.) [TGI Paris, 24.06.2009; Forest, 2011] .

The French Supreme Cour€dur de cassatign however, in its judgment of 13
January 2009 [Cass. crim., 13.01.2009] declinegsolve this issue in a final ruling.
The Court merely stated that no processing of paisdata has taken place in this
case, since thagents assermentédsad manually accessed a subscriber's list of
musical files available through a file-sharing pgme [Strugala, 2010; Chafiol-
Chaumont / Bonnier, 2009]. It has been argued"than authorization by th&€NIL
(Commission nationale de linformatique et des kiégris not required for a
processing taking place not automatically, that rbayexplained by the fact that this
processing does not concern personal data inforonét{trans.) [Caron, 2009].

Given the fact that no clear response can be foutidn French legislation or case-
law, we should look for other guidelines regardthg classification issue of the IP
address as personal data information.

Article 29 Data Protection Working Party, in i@pinion 4/2007 of 20 June 2007,
states thatwhile identification through the name is the ma@simmon occurrence in
practice, a name may itself not be necessary icades to identify an individual [...]
on the Web, web traffic surveillance tools makeésy to identify the behaviour of a
machine and, behind the machine, that of its usdArticle 29 Data Protection
Working Party, 2007; Couland / Mariez, 2008]. Thisrking group confirmed that
“IP addresses attributed to Internet users are @@ datd in its Opinion 2/2002
“on the use of unique identifiers in telecommurimatterminal equipments: the
example of IPv6”, adopted on 30 May 2002 [Articl@ Rata Protection Working
Party, 2012].

Moreover, theDecree of 5 March 2010(décret n° 2010-236 relatif au traitement
automatisé de données a caractéere personnel aatpas |'article L. 331-29 du code
de la propriété intellectuelle dénommé « Systemeeadgion des mesures pour la
protection des ceuvres sur interngtctassifies the IP address among personal data
that theHADOPI authority (Haute Autorité pour la Diffusion des (Euvres et la
Protection des droits sur Internetefer forward to p. 9) may process in order todse
recommendations in cases of intellectual propenfyingement by internet users.
Further, theConseil Constitutionnel(decision no 2009-580, 10.06.2009) stated that
“the authorization given to individuals to colledata allowing to identify indirectly
the subscriber to internet access services, resoidtsthose persons process personal
data about infringements'(trans.). The primary information collected foreth
identification of users is the IP address, and turstitutes personal data.

A different approach to the above, can be fountdhiwitheGreek legal systenmHere,
the primary issue of concern is whether the IP eskishould be included within the
definition of communication.

According to theProsecutor's Opinion 9/2009Prosecutor, 2009], the IP address is
not protected by the principle of confidential coomitation provided by Article 19.1
of the Greek Constitution, since the communicatieia internet is "public
communicatioh (trans.). "As it is clear from the wording of Article 19,




paragraph 1 (a), the confidentiality is protectent fany means of communication,
present or future, provided that these means ofnconication are by nature suitable
for conducting communication within intimacy ... ef@fore, there is such secrecy,
i.e. in communication via fax, but not in commuti@avia internet, since the latter is

by definition public communication”. "... confidexity concerns the contents of the
letter and, in general, of the responses and net éRternal communication data

i.e. the data of the sender or of the recipienisTheans that disclosing the identity
data of persons that make such abusive, threateoingxtortionate phone calls is

allowed ... . In such cases, this does not constwielation of confidentiality, since

there is no intention of the communicating persaoskeep the conversation

secret ... '(trans.) (see also Prosecutors’ Opinions 12/20@9%42011).

However, considering communication via private rags®y as public communication
is open to criticism, i.e. the French case law &aepted that an employeray not
have access to messages marked as private correspemce a message may
address a personal issue, as evidenced by theofitthe message (CA Douali,
26.11.2004) [CA Douai, 2004]. The Supreme Cours, tuded, in an older judgement,
that no access to employees’ private messagesnstesl to the employer, even if
non-professional use of computers placed in th&place is prohibited (Nikon, Cass.
soc., 02.10.2001, Bull. V, n° 291; confirmed bygeadcent of Cass. soc., 12.10.2004,
Bull. V, n° 245) [Mélin / Melison, 2007]. Moreovess the Greek Data Protection
Authority has pointed out on its websitghe monitoring of employee’s e-mail may
be considered necessary orty exceptional casesFor instance, monitoring an
employee’s e-mail may be necessary to ensure owatfon or proof of certain
actions on his behalf. These actions should incliurdeinal activity and monitoring is
essential to defending the legitimate intereststh@f employer. This occurs, for
example, where the employer has legal responsilidit the actions of the employee”
Sending a personal message via the internet shmildesult in the waiving of the
private nature of this communication, since thedseroes not want third parties to
peruse the message.

The increased risk of third party access to priva@munication has no influence in
qualifying a message as private. This risk is @duné means of communication used,
the facilitation it offers, the opportunities itquides and the risks that its use entails.
Moreover, if we follow the same logic, we can arghat telephone communication
by calls, or text messages via a mobile, cannotcbesidered as a private
communication. On the contrargssuming the privacy of the communication via
telephone, but denying that character in communicabn via internet, implies
discrimination against the internet which is not justified under the principle of
equality. Furthermore, this is not justified inrtex of competition, since it provides a
competitive advantage to a technological mean®ofhgunication (the phone instead
of the computer).

It has been also pointed out that even in commtinrcdahrough websites accessible
to third parties (such as blogs), personal data distlosed by users cannot be
considered as part of public communication; usergehaken adequate measures to
prevent disclosure of such data [Sotiropoulos, 2009

Moreover, the protection of the IP address as pathe communication should be
accepted since at European level, a clear respsigdeen to this question since 2002.
The Directive 2002/58/ECspecifies thata communication may include any naming,
numbering or addressing information provided byhe tiser of a connection to carry



out the communication{paragraph 15 of the preamble to Directive 2002&3. The
same paragraph also provides tHawraffic data may, inter alia, consist of data
referring to the routing, duration, time or voluroéa communication, to the protocol
used, to the location of the terminal equipmenthaf sender or recipient, to the
network on which the communication originates emieates, to the beginning, end
or duration of a connection”(see also the definition of the “communication”,
Article 2 (d) of the same directive).

Art. 4.1 of theLaw 3471/2006transposes the Directive 2002/58/EC into Greek.Law
Article 4.1. e (bb) of the GreeRresidential Decree 47/200%rovides waiving of
communication for specific data information, indhgl the IP address (see also
Opinion of A4AE 1/2004 refer forward to p. 6 second paragraph for thiaity
AAAE). Moreover, two judgements of the European CourtHuman Rights,
Judgement Malone v. United Kingdom (02.08.1984) ahdigement Copland
v. United Kingdom (03.04.2007), found a violatioihpoivate life and correspondence
(Article 8 of the European Convention of Human RgiECHR), due to the recording
of phone numbers in the first and the monitoringetéphone calls, email and internet
use in the second.

B. Matching a user’s IP address with a subscriber t@an internet connection

Should the IP address be considered as both pérstata and part of the
communication as described above, this data maprbeessed and disclosed by
providers of electronic communication services igghtholders. This question was
posed to the Court of Justice of the European UmorasePromusicagJudgement
of 29 January 2008, C-275/06) (1). In the Greek Brehch legal system, different
responses were given; the French Law HADOPI (refievard to p. 9) is of particular
interest and should be presented (2).

1. The judgement Promusicae

As already mentionned above, in the cBsemusicaghe Court was asked to decide
whether the service providers should disclose Ugsssonal data to collecting
societies. The Court replied that Community Law -oet “require the Member
States to lay down, in a situation such as thah@&main proceedingsn obligation

to communicate personal dat@ order to ensure effective protection of copitim
the context of civil proceedingsinstead, Community Law requires from Member
states to interprete it so as to enstardair balance to be struck between the various
fundamental rights protected by the Community |legdér”.

The Court confirmed this ruling, also in cdseG-Gesellschaft zur Wahrnehmung von
Leistungsschutzrechten GmbH v Tele2 Telecommumic&mbH(Judgement of 19
February 2009, C-557/07) by stating tli&ommunity law ...does not preclude
Member Stategrom imposing an obligation to discloséo private third parties
personal data relating to Internet traffic in ordéo enable them to bring civil
proceedingsfor copyright infringements. Community law nevelélss requires
Member States to ensure that ... they rely on anmprégation of those directives
which allows a fair balance to be struck betweea tarious fundamental rights
involved” (see also judgement of 19 April 201Ronnier Audio AB a.o. v Perfect
Communication Sweden AB-461/10).




2. Solutions provided by the Greek and French legalsystems regarding
intellectual property infringements committed through internet and, especially,
the adventurous journey of the Law HADOPI in the French legal system

a. The waiving of confidentiality in the Greek andFrench legal systems

UnderGreek law the waiving of confidentiality is not applicalfler violations of the
intellectual property. Article 19.1 of the Greek r@titution allows the waiving of
confidentiality for reasons of national security for offences of particular gravity
(see also Law 3471/2006 Article 3). It is permitted acts listed in Article 4 of
Law 2225/1994. However, it has also been pointaditat a communication via file-
sharing networks is not protected by Article 19t1he Greek Constitution since it is
public, and non-confidential, communication [Pragec, 2009; Synodinou, 2010].

In Greek legislation, the Law 2251/1994 providesthe disclosure of the users’ data
either in case of felony offenses (Article 4) or fational security (Article 3). The
waiving of confidentiality can be ordered by the prosecutor (Article 3.2)thar
competent judicial council (Article 4.4). Only tmempetent prosecutor (Article 4.5)
or a judicial authority or other political, militaor police public authority, competent
for an issue of national security requiring thewway of confidentiality (Article 3.1),
may submit such a request. The independent Helkuibority for Communication
Security and Privacy44AE) verifies compliance with the provided conditiceusd
procedure, that is to say Atrticles 3, 4 and 5 eflthw 2225/1994 and the Presidential
Decree 47/2005 (Article 19.2 of the Greek Congbitut Article 1 of the Law
3115/2003). Furthermore, the waiving of confidditiias provided by Article 253 A
of Greek Code of Criminal Procedure for organizesmimal activity under the
requirements of the Law 2225/1994 [Tsolias, 2004].

The French Law 91-646 dated 10.07.1991 providesvdieing of confidentiality to
protect the public interest, such as national sgcuthe protection of important
scientific and economic elements of France, thevgaron of terrorism, crime and
organized crime (Article 1 and 3). The Prime Miarstor a duly authorized person,
can order the waiving of confidentiality (Article).4They also should notify their
decision to the National Control Commission for thecurity of interceptions
(Commission nationale des contrdle des interceptamsécuritg (Article 5). Thus,
contrary to Greek Law, this administrative proceddoes not require the judicial
intervention. However, intellectual property is matluded in the scope of this Law.
In addition, the waiving of confidentiality is all@d if a magistrate judge or a police
officer investigates offenses punishable by moemttwo years imprisonmen€éde
de procédure pénalArticle 100) [Dupuis, 2001]. Article L. 335-2 Ciprovides for
three years imprisonment for intellectual properigfringements. Therefore,
Article 100 of theCode de procédure pénakeapplicable for these infringements.

It is worth mentioning that Article 15.1 of the Bative 2002/58/EC provides that
“Member States may adopt legislative meastoeestrictthe scope of the rights and
obligations provided for in Article Econfidentiality of the communications).. when

such restriction constitutes a necessary, apprdpriand proportionate measure
within a democratic society to safeguard nationakiwgity (i.e. State security),
defence, public security, and the prevention, iigaton, detection and prosecution



of criminal offences or of unauthorised use of the eteonic communication
system...”.

b. Processing personal data in the Greek and Frendbgal systems

Retaining and disclosing contact details also megyrocessing personal datathis
processing should either be notified, or authorizeg the competent authorities
(independentellenic Data Protection AuthorityAITIAIIX”, Commission nationale
de l'informatique et des libertéE€NIL "), depending on the nature of the data (simple
or sensitive data) (Law 2472/1997 Articles 6 andl&y 78-17 06.01.1978 modified
by the Law 2004-801 06.08.2004 Articles 23 and 25).

Article 5.2 (e) of the Greek Law 2472/1997 alsmwal the processing of personal
data without the consent of the data subject cockwhen “the processing is
absolutely necessary so that the legitimate intsrparsued by the controller, or the
third party/parties to whom the data are providedn be satisfied, and on condition
that these interests are obviously superior to tights and interests of the data
subjects, and without compromising thefundamental freedoms (trans.).
Nevertheless, this possibility is not provided bg Article 5.2 of the Law 3471/2006,
which specifically regulates the personal data qoidn in the electronic
communications.

Under French Law, the legitimate interests pursbgdthe controller or by the
recipient should not disregard the interestuodamental rights and freedomsof
individuals (Law 78-17 Article 7.5). Therefore, dissing personal data to third
parties without the data subject’'s consent seeme foossible under these provisions
since third parties’ legitimate interests to protéweir intellectual property rights
could make the processing of personal data negessar

However, even if Article 5.2 (e) is applicable und@reek law, the free and
confidential communication should be considered aasfundamental freedom
(i.e. Article 19 of the Greek Constitution) and shthe confidentiality should be
waived only under the conditions described abolve Greek Law 2251/1994 and the
French Law 91-646). By contrast, if the communmatvia file sharing networks is
considered as public and non-confidential commuimnathe data processing could
be possible following a notification to the Gree@tal protection authority or an
authorization by the French data protection authdrefer forward to p. 8 second
paragraph) [Synodinou, 2008].

It should be clarified that there is no overlappaigpowers concerning the competent
authority for the protection of personal data ahd tompetent authority for the
waiving of confidentiality (in the Greek legal sgst protection of confidentiality of
free correspondence ocommunication under Article 19 paragraph 1 of the
Constitution, protection opersonal dataunder Article 9A of the Constitution, see
also the Law 3471/2006 Article 13 for the competerad the two authorities
regarding the electronic communications; in thenEhelegal system, protection of
communication confidentiality by the Law 91-646 etht10.07.1991, protection of
personal data by Articles 2 and 4 of the Declarabbthe Rights of Man and of the
Citizen) [Moritz, 2008]. Processing personal daaibroader concept than waiving
confidentiality. Disclosing contact data requiredhbthe processing of personal data
and the waiving of confidentiality. By contrast/leating personal data or retaining it
requires the processing of personal data, but hetwaiving of confidentiality
[Papadopoulos, 2007].



The provisions of the Greek Law 2472/1997 are pptiad to data processing carried
out by the courts or prosecutors in order to ingase crimes punishable as felonies
or misdemeanors if committed intentionally, crimagainst property included.
However, the provisions of Criminal and Proceduesvlare applicable. Therefore,
the Law concerning the waiving of confidentialithosild be applied and thus
processing personal data regarding intellectugbgnty infringements is not allowed
(Article 3.b).

Under French Law, processing of personal datdimglao offenses, convictions and
security measures can be carried out by the cquuitsic authorities or corporations
managing a public service when acting within thegal powers, or the court officers
in order to carry out the tasks entrusted to thgrthb law, or the collecting societies
(Article 9 loi 78-17), in respect to other laws andmely the Law HADOPI (refer
forward to p. 9). The collecting societies can pgsusers’ data if this processing is
authorized by the CNIL. By contrast, the autoraatby the CNIL is not required if
the processing is carried out by the court offi¢énsicle 25.3).

Directive 2004/48/EC(Article 8.1) provides thdtthe competenjudicial authorities
may order that information on the origin and dibtrtion networks of the goods or
services which infringe an intellectual propertght be providedy the ... person
who: (c) was foundto be providing on a commercial scale services used
infringing activities” (Articles 63.2 of the Law 2121/1993 and L. 615-%PI).
However, provisions thatgovern the protection of confidentiality of infoation
sources or the processing of datsfiould be respected (Directive Article 8.3).
Directive 2000/31/EC(Article 18) also provides fdthe rapid adoption of measures,
including interim measuresdesigned to terminate any alleged infringemerd tm
prevent any further impairmerdf the interests involved{see Presidential Decree
131/2003 Article 17).

Further to the abovérticle 64 A of the Greek Law provides th@ightholdersmay
request an order against intermediarieghose services are used by a third party to
infringe a copyright or related right{trans.). Article 65.1 of the Law provides that
“In case of infringement of copyright or relatedght, the author or the holder of
related rights may demante recognition of his rightremoving the offense and its
omission in the futuré (trans.) (see Articles 11 of Directive 2004/48 and
Article L. 615-7 CPI).

Moreover, the Court of Justice of the EU, in casB5Z/07 (as mentioned above),
clarified that“access providersvhich merely provide users with Internet access,
without offering other services such as email, FoP file-sharing services or
exercising any control, whether de iure or de faadwer the services which users
make use of, must be regardegl‘intermediaries’within the meaning of Article 8(3)
of Directive 2001/29” Thus “intermediaries” foreseen in Article 64A thfe Greek
Law can be also the access providers.

Pursuant to these provisions, the court can impmseprovider a filtering obligation
regarding specific webpages infringing intellectpadperty rights [Kallinikou, 2010].
The first judgement of a Greek court was recerggued on 16.05.201Z¢urt of
First Instance of Athens no 4658/2012) [Court of First Instance of Athek8]12]
imposing a filtering obligation to service providein this case, following a request
of collecting societies, the court ordered the pterto taketechnological measures
to make impossible the access of their subscriteespecific websites, when illegal
presentation and exchange of works have taken platieese websites.




c. Application of the French Law HADOPI

In theFFrench legal systemthere could be a recession of the protectionsefsi data
information under certain conditions. The implena¢ioh of the system of
"progressive notification” of a subscriber, the qgassing of personal data by an
administrative authority, the authorization of tpi®cessing by the CNIL as well as
the imposition of the penalty of interruption otemet access service by a judicial
authority are considered as sufficient guarantems tfie lawful processing of
subscribers’ data.

To be more analytical, the much-debated law HAD@RE above to p. 3) imposes a
duty of careto subscribers of an internet access servicesd4o ansure that no acts
infringing intellectual property take place through the usieir internet connection.
The Law HADOPI 1 (no 2009-669|oi favorisant la diffusion et la protection de la
création sur internet 12.06.2009) was passed after settlement by theei@ke
Assembly on 12 May 2009 and by the Senate on 13 2089. The law entered into
force on 13 June 2009, without the provisions beanigjcized by theConselil
Constitutionnelin its decision 2009-580 (10.06.2009). This lawswaodified by the
Law HADOPI 2 (no 2009-1311relative a la protection pénale de la propriété
littéraire et artistique sur interneR8.10.2009) issued after the decision ofCloaseil
Constitutionnel 2009-590 (22.10.2009). This law was also a subgdctdispute
between the presidential candidates in recentiefec{Hollande, 2012; Frescaline,
2012).

This law provides for the HADOPI authority, comp#téo send letters to subscribers
informing them of infringements of intellectual pexty. The HADOPI authority also
recommends them to take safety measures, so ttaptrties do not repeat such acts
by using their connection and warns them on persalthat may be imposed. In the
case of repetitive violations, the authority magda second lettevithin six months.
Thus HADOPI authority should process subscribees'spnal data in order to send
the above mentioned notices. This authority caaindiechnical data for as long as
necessary, so as to exercise the powers confarrgdArt. L. 331-28 ofCode de la
Propriété Intellectuelle “CPI”). The processing of personal data is sethfdy a
decree issued by th€onseil Constitutionnelafter consultation with the CNIL (L.
331-29). The above decree was issued on 05.03.2D&6ret n° 2010-236) and
modified on 11.03.2011D¢cretn® 2011-264). The HADOPI authority also employs
agents assermentés collect the personal data of internet users3@1-21). These
certified agentsare appointed by the President of the HADOPI aitthaunder the
conditions laid down by a decree of tBenseil ConstitutionnelThey are subject to
the obligation of_professional secre¢rt. L.331-22). The rightholders may also
appointagents assermenté&thorized by the Minister of Culture to establisie
infringement of intellectual property rights (L. B2), and then either contact the
HADOPI authority or appeal to the courts (L. 33%2L. 335-4)[Benabou, 2009;
Boubekeur, 2009]. It should be pointed out thatdbents assermentgsovided by
Article L. 331-21 differ from theagents assermentg¢sovided by Article L. 331-2,
who are not approved by the Minister of Culture.

The matching of IP addresses of internet usenstésriet access service subscribers is
carried out by the HADOPI authority. The identiicm data of the users after
matching can be used only by the HADOPI authorityow a judicial authority. The
rightholders orcollecting societies cannot have access to this daMoreover, the



CNIL must authorize in advance the processing odqueal datagutorisation Art. 25

loi 78-17 du 6 janvier 1978 relative a l'informatig, aux fichiers et aux liberfes
[Gautron, 2009].

Should the subscriber not comply with the recommaénds of the HADOPI
authority, urgent court proceedings could take elafter six months from the second
letter sent by the HADOPI authority (L. 331-25 d?Pi The court can issue an order
for interruption of internet access service, punsu@ Article 336-3. The initial
provision that an independent administrative auth@gHADOPI) could impose this
penalty, was criticized by théonseil ConstitutionnelSuch a severe restriction on the
fundamental right of freedom of expression, as degiin the freedom of internet
access, could not be imposed by an authority nmtighng the necessary guarantees
as an independent admistrative authority, but @ylya judicial authority (decision

of theConseil Constitutionne2009-580, 10.06.2009, 8§ 15, 16).

The Conseil Constitutionnehad also, in its decision 2004-499 of 29 July 2004
demanded that the matching of the IP address seadahould be made by a judicial
authority and only in the context of judicial predéengs (8 13) [Colaud, 2009]. The
Conseil Constitutionneglin its decision 2009-580 of 10 June 2009 (8 2ulgd that
the processing of personal data by the HADOPI atithoould only be carried out, if
the data had been obtained with the intention eflusthe rightholder in asking for
judicial protection.

The ruling that the processing of personal datatrhasordered by a court was also
repeated by th€NIL, in its four Deliberations of 15 October 2005 (&&diberation
of the Cnil n° 2005-235, 18.10.2005). Thus, the CNIL refusedr fcollecting
societies (Société des Auteurs, Compositeurs etetrdi de Musique “Sacem”,
Société civile des Producteurs Phonographiques PSCFR50ciété civile des
Producteurs de Phonogrammes en France “SPPF”,t&quér I'administration du
Droit de Reproduction Mécanique “SDRM”) to procassers’ data. However, the
Conseil d’Etat in its decision of 23 May 2007, stated that thigument does not
justify by itself the contested decisions (CE 23 @07, n° 288149) [Drouard, 2007].

d. Criticisism against the Law HADOPI

The initial provision that the interruption of imtet access service could be imposed
by an independent authority had caused reactioksiripean level. In discussing the
Directive 2009/140/ECamending Directive 2002/21/EC, the rapporteur te@uy
Bono proposed the amendment 138/46, providing thatinterruption of internet
access service could only be imposed by a judaughority. This amendment was
passed by the Parliament, but not accepted by dnen@ssion. At conciliation, before
the Council of Ministers, a less binding version afprior, fair and impartial
procedure” finally was adopted_instead of judicial intervemti However, the
principle of proportionality should be taken intecaunt while imposing such a
penalty, as a guarantee for the protection of forefdal rights. Specifically,
according to Article 1.1.b of the Directive 200901EC, restrictions to“those
fundamental rights or freedoms may only be imposethey are appropriate,
proportionate and necessary within a democratidedgt.

However, the interruption of internet access sesvaven when ordered by a judicial
authority, cannot be accepted without reservatibmthe era of technology, the use of
the internet is necessary not only for informatlmurt, also, for_free expressiaf
opinions, or_exercise of a professidfor instance, a lawyer must search for case law
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and articles online. The law expressly providesdonsideration in these cases that
subscription to the internet access service is ected by a company or a

professional (L. 335-7-2 al. 1). However, a proi@sal does not work only at his

office.

Furthermore, professionals should not be treatec fawvorably than individuals and

hence giving the privilege of professional freedawer against the freedom of

individual expression. The latter is also a fundataehuman right and requires its

weighting over the protection of intellectual prage Neverthless, the penalty of

interruption of internet access service is not isgmbin every case, but it remains at
the discretion of the judge.

The Law HADOPI also introduced @esumption of guilt against the subscriber to
internet access service (decision of @anseil constitutionneR009-580, § 18) [Bitan,
2009]. The subscriber is assumed responsible fora@ninfringing intellectual
property rights, committed through his internet rection. He may be relieved of
liability by proving to have taken the necessargusity measures to avoid such acts
or by proving either third party’s fraudulent cortlor force majeure. Therefore, all
subscribers are considered responsible for actsmitbed through their internet
connection, without having contributed in any way these infringements of
intellectual property[Gitton, 2008]. The exemption from their responisipi by
reversing the presumption seems extremely difficLiltey have to prove that a third
party used deceptively their internet connectidnddes not constitute adequate
evidence that they are not themselves the offendeistellectual property rights
[Colaud, 2009].

However, the subscriber ot liable for intellectual property infringements that a
third person has committed (as are parents for the actions of their minotdcén,
Article 1384 of French civil codeClode Civi), Article 923 of Greek civil code). A
person could be relieved of his liability if he pes that he has properly supervised
(i.e. the usage of his internet connection) or that injury could not be prevented
(under Greek law), or that the parents could newv@nt the event giving rise to
liability (under French law). Thus, in the case @ndexamination, a strict
responsibility is not established due to the adtiof a third person, but rather a
subjective liability for failing to take security measures for thetenmet connectian

It should be explained that, under French law,rageliable to an obligation of result
can be relieved only by proving that the resultli® to some external evema(ise
etrangeré or force majeur¢Colaud, 2009], but not by demonstrating no fautthe
present case, however, the subscriber may be eeliet/his liability should he prove
not only the presence of an external cause butradsiault. Thus, it seems that there
is areinforced obligation of meansand not an obligation of result. [Heinich, 2011].
This responsibility can be compared to the falgédd) strict liability under Greek law.

It should also be noted, that the initial law HADOP provided for a penalty of
interruption of internet access service only foe timternet user whose internet
connection was used for breaching intellectual eriyprights, and not for the person
infringing these rightsThe law HADOPI 2 extended the application of thenalty,
also to the latterjn addition to other penalties that may be imposedhim,
i.e. imprisonment, fines (provided by Articles L3332, L. 335-3, L. 335-4 of CPI)
[Chavent-Leclére, 2011].

Moreover, despite the neutrality of the used terthe HADOPI law aims at
suppressing file-sharing on networks (peer-to-peemere there are alsother
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spreading techniques for reproduction of works such as streaming, or file-sharing
in closed networks [Fr. Macrez / J. Gossa, 20@%hould be noted that the previous
law on copyright and related rights of 01.08.20@8 ¢$ur le droit d'auteur et les
droits voising DADVSI), was criticized by th€onseil Constitutionnegin its decision
2006-540 (27.07.2006), for discriminating file-shgr networks to other forms of
electronic communication though which intellectpedperty may be infringed. These
comments were taken into account by the legislathile adopting the law HADOPI
(Thoumyre, 2006 ; Tafforeau, 2011].

Although the internet access service can be im&dupursuant to an order of a court,
the subscriber still has to pay the fee to theiserprovider. Thus, he pagscharge
not corresponding to a serviceHowever, there is no reason why the provider khou
take advantage of this amount; the latter did nmetvgnt the intellectual property
infringement. Indeed, two active persons on thermet are treated different(itton,
2008]. On the one hand, the subscriber is resplendidr intellectual property
infringements not committed by himself. On the othand, the service provider is
relieved of his liability for these actions undertiédles 12 and 15 of Directive
2000/31/EC (Articles 11 and 14 of Greek Presidémecree 131/2003, Article 6 of
the French Law 2004-575). Therefore, the individsabscriber is treated more
severely than the professional provider (as wethas the professional subscriber as
seen above, p. 11 first paragraph), while all theigs mentioned are unaware of the
infringement of the intellectual property.

The principle of proportionality requires that thenalty should not be extended to
telephone connection or cable TV services on tloeirgls that they are likely to be
provided by the same provider [Colaud, 2009].

e. EDPS and Greek case-law regarding the “three skes disconnection policies”

Further to above, the European Supervisor of Patdoata EDPS) has pronounced
upon the three strikes disconnection policiesby considering thata three strikes
Internet disconnection policy as currently knownnvolving certain elements of
general application - constitutes_a disproportionateasureand can therefore not be
considered as a necessary measuf@pinion of the European Data Protection
Supervisor on the current negotiations by the Eemop Union of an Anti-
Counterfeiting Trade Agreement (ACTA), 2010/C 143/[EDPS, 2010].

The Court of First Instance of Athens (no 4658/2012) [Court of First Instance of
Athens, 2012] is opposed to the interruption o€&linet access service. We deem it
appropriate to quote part of this extremely intengs ruling: “Technological
interventions in the information society where #toeess servicproviders interrupt
or degrade significantly services over their netkgrwhich are based on p2p
technology, so as to deprive internet users frommessing to these ... as a whole
should be considered ascompatible with Greek Lawas contrary to Article 5a
paragraph 2 of the Constitution, which establisties right to participate in the
information society, as applied in conjunction wihticles 58 1,58 1, 14 8§ 1 and
16 8 1 of the Constitution and interpreted in acamce with Article 10 ECHR,
Art. 19 8§ 2 of the International Covenant on Cauild Political Rights and Articles 11
and 36 of the Charter of Fundamental Rights of Eheopean Union (with the
restrictions of Article 52 8§ 3 of this Charter). &leonstitutional right includes, inter
alia, the claim to have access to infrastructoféhe information society ... Therefore,
the p2p technologies (peer-to-peer) is part of thmsterial and technical
infrastructure of the information society ... These the most advanced technologies
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for the time being, in order to transfer informatia the internet, and are used for,
among others, perfectly legitimate useAs a concequence, degradation or
interruption of access to these services, for thatgetion of intellectual property,
would result in the suppression of such perfeatlyitimate uses, and therefore, it
wouldrestrict more than necessarje right to participate in the information sogiet
and other freedoms provided by the Constitutigm”13 of the Judgement) (trans.).

In the United Kingdom, the Digital Economy Act 20ffbvides a system of gradual
notification of subscribers infringing intellectugdroperty rights, following the
example of the Law HADOPI. The copyright owner nagoply to a court to learn the
subscriber's identity and may bring proceedingsnatjahe subscriber for copyright
infringement. The interruption of the internet aaxeservice can be ordered by the
Secretary of State and the right to an appeal peogeade before a court (a First-Tier
Tribunal) is also available [Digital Economy Act D) Taylor, 2010]. In Germany,
such legal framework does not exist [Szuskin, 20B8jally, in France, it seems that
maintaining the solution of the “three strikes” &yn is no longer certain following
the presidential elections on 6 May 2012.

[I. Obligation to retain data
1. The Directive 2006/24/EC : data retention for smirity reasons

The providers of publicly available electronic coomitations services or of public
communications networks should retain subscrilqgessonal data in order to disclose
such data, if asked. Th®irective 2002/58/EC provides for the retention of
subscribers’ or users’ personal data for as longexessary for the service charge
(Directive Article 6.2, see also the Greek Law 32006 Article 6.2). However,
Article 15.1 of the Directive 2002/58/EC allows Mieen States to adopt legislative
measures providing for the retention of data folinéted period justified on the
grounds of prevention, investigation, detection anosecution of criminal offences
or of unauthorised use of the electronic commurooatystem.

The Directive 2006/24/EC provides for the retention of subscribers’ or
users’ personal data for a period of 6 months tge@rs (Article 6). Providers are
required to provide subscribers’ personal datdnéocompetent national authorities in
specific cases and in accordance with nationalBwective 2006/24/EC Article 4).
This requirement was incorporated into Greek legjish undelLaw 3917/2011 The
data can be provided only to the competent authsriin accordance with the
procedure, the terms and the conditions of accessfosth in Law 2225/1994
(Article 4). Thus the retained datzannot be used for protecting intellectual
property. The Greek legislator has opted for the maintairaof data for a period of
one year (Article 6).

Nevertheless, according to Article 5.5 of the Lad/B2006 (as modified by the
Law 4070/2012)“the provider of publicly available electronic comumcations
service must ... enable the use and payment of seegiees anonymously or under a
pseudonym”

The period of one year is also applied in Freneh lay Articles R. 10-13 and L. 34-
1-1ll of the Code of Post and Electonic Communimasi Code des postes et des
communications électronique€PCE). This provision was entered into force kefo
the enactment of the EU directive (by the Decéc(e) 2006-358 of 24.03.2006),
so the French legislator had not to take additiomedsures to ensure compliance with
the provisions of the Directive. According to tlAsticle, technical data should be
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retained‘for the purposes of finding, detecting and progewoy criminal offenses, or
breach of obligations, defined urticle L. 336-3of the Code of Intellectual Property,
and in the sole purpose of making them availab$eappropriate, to the judicial or
executive authority (HADOPI) referred to in Article. 331-12 of the Code of
Intellectual Property” (trans.). Article L. 336-3 provides for the subiser's
obligation to take safety measures in order togmtothe use of its access service.
Thus, in the French legal system, the retained databe used for intellectual
property protection.

The service provider should retain, in compliandéhwihe above provisionsthe
name andaddress of the subscriber or registered user to whan Internet Protocol
(IP) address user ID or telephone number was allocated at tlmee of the
communication” (Directive 2006/24/EC Article 5.2.iii). Furtherngrit should be
underlined that under no condition the provider castain the content of
communication; an obligation to retain traffic ocation data can only be imposed to
him (see Directive 2002/58/EC Atrticle 2 (b) andf@m)definitions of such data).

It is worth, however, referring to the reactionstlod German Constitutional Court to
the German law, providing similar measures, in prte put emphasis on the
predominant role of the judicial intervention, imse of serious offences of privacy.
Regarding the duty of the providers of publicly egsible telecommunications
services to keep subscribers’ personal data, thren&e Constitutional Court on an
interim judgement of 11 March 2008 found ttfa use of data can only be made_in
judicial proceedings in_progress for a particular serious violation (Press release
no. 37/2008 of 19 March 2008, Bundesverfassungdgerii BvR 256/08, 1 BvR
256/08) [Press release no. 37/2008; Moritz, 20B8its judgement of 2 March 2010,
the court confirmed that the use of personal datallowedonly for safety reasons
The court found the provision unconstitutional, digting that' a_duty of storage to
the extent provided is not automatically unconstittnal at the outsetHowever, it is
not structured in a manner adapted to the princigi@roportionality. The challenged
provisions guarantee neither adequate data secumity an adequate restriction of
the purposes of use of the data. Nor do they inyaespect satisfy the constitutional
requirements of transparency and legal protectigRress release no. 11/2010 of 2
March 2010, Bundesverfassungsgericht, 27.02.20@3,RL. 256/08, 1 BvR 263/08, 1
BvR 586/08, Data retention unconstitutional in geesent form) [Press release
no. 11/2010; Mareau, 2010]

It should be clarified that the legal obligationpased upon providers to maintain
personal data is nohowever, applicable to search engin€se search engines are
recommanded to maintain users’ data for the shotiteg possible, i.e. six months.
This is thought to minimize risks of possible condiion of the data being construed.
Indeed, this was exactly the retention period psepoby Article 29 Data Protection
Party in theOpinion 1/2008 on data protection issues related to search emgine
[Article 29 Data Protection Party, 2008]. Howeviershould be noted that prior to
this proposal, some search engines were retairsagsupersonal data for a period of
18-24 months [Waters, 2009; Sullivan, 2007].

2. Article 6-ll and 6-lll of the French Law 2004-57 : data retention for
identification reasons

Article 6-11 of the French Law 2004-575 imposes on serviceigers the obligation
to maintain data of users who contribute in creating ontent published on a
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website The providers may have to communicate such dat judicial authority.
Article 6-111 of that law, explicitly gives a lisbf data information which persons with
a professional activity as a content editor shaukke available to the publiBy
contrast, individuals may retain_anonymityeir data may not be published on a
website; it suffices to provide this information tiee provider. Therefore, hosting
providers, such as “Dailymotion”, “youtube.com”,Bay”, should maintain the data
of these users. Service providers are subjectdfegsional confidentiality regarding
any information leading to identifying the persawhcerned; however, this privilege
cannot be invoked before a judicial authority [[@es, 2008]. Therefore, in a case
whereby the content published on a website infsngéellectual property rights, the
identification of the editor could be possible dimethe data retention obligation
imposed upon the provider, pursuant to Article gsltukin / Guillenshmidt, 2008].
Another issue raised was concerned witiich personal datathe providers had to
demand from users and maintain. More analyticallyt, was sufficient to maintain
theuser’'s IP address based on the assumption that the user of theeskrvice is
the subscriber to the internet access servicec®hbd held that it suffices to maintain
only the e-mail address and IP address of the nomtditor, in the absence of the
provided decreedgcre) regarding the data to be maintained by a hostenyice
provider (TGI Paris, 07.01.2009, Jean-Yves Lafesee YouTube) [TGI Paris, 2009].
By contrast, a€riqui observes, the providers should maintain compbigatity data
(such as name, address, etc.) of the content sda@smequired by Law 2004-575. The
verifiability of this data has no effect on the teds’ obligation to provide valid
identification data, when acting in good faith [gn, 2009].

Further to the above, until recently, there wadeuislative provision on whether a
hostingprovider should confirm data provided by a user According to case-law,
if the data declared by a user is obviously faldes provider should ask for evidence
(i.e. Tribunal d’'instance de Vienne, 12.11.2010dént M. v eBay International AG)
[Tribunal d’instance de Vienne, 2010]; CA Paris,.0®/2006, Tiscali Média
v Dargaud Lombard, Lucky Comics [CA Paris, 2006fipwever, the Supreme Court
refused to impose upon providers an additionalgalibn, given that the law does not
require the verification of the identification d€@ass. civ., 14.01.2010) [Cass., 2010].
Other judgements of the courts of first instanceeeh@onfirmed the provider's
obligation to retain data, butot to verify them (TGI Grenoble, 01.02.2007, Jean-
Pierre Contoz c/Sté eBay international) [TGI GrdapB007; E-commerce et
escroquerie : irresponsabilité d’eBay, 2007]. Femtiore, a judgement concluded the
presence of providers’ negligent conduct resultmglepriving the victims of suing
against infringers; thus, a tort under Article 1383 ode Civilwas established (TGl
Paris, 16.02.2005, Sté Dargaud a.o. v Sté Tiscati®) [TGI Paris, 2005].

In any case, thBecree 2011-219 of 25 February 201issued seven years after the
publication of the law providing for its issuanciésted personal data to be
maintained [Castets-Renard, 2011]. It includes the bank egfeg of the payment as
well as the payment amount regarding a paid e<sEnklowever, data processing
aiming at identifying the users hardly justifies intaining all this information
[Chafiol-Chaumont, 2011]. Moreover, it is not jditdl to maintain the password for
access to electronic services [Grégoire, 2011]. s&@hpasswords are normally
encrypted, so they remain unknown to the provider.additional risk is also the
standard use of the same password to severalattfenline services. Therefore, the
invasion of a users’ privacy can take a heavyitolhe case of theft of these codes
[Chafiol-Chaumont, 2011].
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The data retention period provided by the decreenis year (Article 3). That is
exactly the same period as foreseen in Article34k1 and L. 34-1-Ill CPCE. There is
also a provision to cover the excessive cost ovigess due to this requirement. It is
worth referring to théecision of theConseil Constitionnel2000-441 (28.12.2000)
stating that'in compliance with the constitutionally guarante@@edoms, requiring
operators of telecommunications networks to esthbknd_operate the technical
devices that permit interceptionsstified by the needs of public safety, and to
contribute in safeguarding the public order, in theneral interest of the population,
is outside the scope of the operation of teleconmrations networkstherefore, the
operatorsshould not cover directly the above resulting cosgven the nature of
these actions’(trans.). In addition, the competitive disadvaetag small providers,
who will possibly have to pay a disproportionate oaimt in relation to their
infrastructure, in order to maintain all this dathould not be ignored.

3. LOPPSI 2 : data retention for strengthening natbnal security

The recent Frenchaw 2011-2670f 14 March 2011 on guidance and planning for the
strengthening of national securitioi( d'orientation et de programmation pour la
perfomance de la sécutité intérieutdOPPSI 2) enablesemote access to a user’s
computer for detection of certain crimes, if allowed by age, for a maximum
period of four months (Article 36). In no casetisliowed that this law be applied to
intellectual property infingements.

By contrast, the German Constitutional Court, snjitdgement of 27 February 2008,
refused to allow the remote access to a user's atmmpnd established the principle
of guaranteeing the confidentiality and the intiggof information systems. The court
found that there is a breach of the principle obportionality of the measures
available to authorities, to gain access to infdroma when their obligations are not
clearly specified (Press release no.22/2008 of ZFeébruary 2008,
Bundesverfassungsgericht, 1 BvR 370/07 1 and BvR/059 [Press release
no. 22/2008; Guerrier, 2011].

We conclude, that, while, in principle, the retentand thesubsequent processing of
personal data was the exceptignfollowing the adoption of Directive 2006/24/EC,
of the Greek Law 3917/2011, of the French Decre@6258, of the French law
2011-267, ithas become the ruleBefore the adoption of the Directive, t&®PS
had not been convinceof the necessityto impose an obligation upon the service
providers to retain personal data. The EDPS alspgsed that the duration of data
retention should be limited to 6-12 months insteathe initially proposed period of
two years [EDPS Press Release, 2005]. Howevernigking the need to combat
criminal activity, especially after the terroristtaecks in New York, Madrid and
London, the European legislator overcame the mastiexpressed regarding the
restriction of privacy.

Moreover, asLorrain/Mathias observe,“The severity of the law imposes on the
economy a significant risk of offshoring activit@sproviders outside the borders of
the European UnionTtrans.) [Lorrain / Mathias, 2007].
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Concluding remarks

The protection of intellectual property (Article d7the Greek Constitution, Article 2
and 17 of the French Declaration of the Rights ainvand of the Citizen) i
conflict with the protection oprivacy (Article 9 of the Constitution, Articles 2 and 4
of the Declaration, Article 8 ECHR, Article 7 ofélCharter of Fundamental Rights of
the European Union), the protectionparsonal data(Article 9A of the Constitution,
Articles 2 and 4 of the Declaration, Article 8 ECHRrticle 8 of the Charter of
Fundamental Rights of the European Union), ftleedom of expression(Article 14
of the Constitution, Article 11 of the Declaratiognd the communication
confidentiality (Article 19 of the Constitution, Articles 2 andof the Declaration).
The result of the conflict is left to national réaors since the Court of Justice of the
European Union declined to resolve the issue atbopfgan level. The national
regulators should take into account the generalcypiies of proportionality and of
necessity.

Under Greek law, the waiving of confidentiality for intellectual property
infringementsis not allowed thus disclosure of the users’ data is not alloweder
any circumstances in order to investigate suchnsts.

UnderFrenchlaw, the courts and the collecting societies paotess dataregarding
offences, in respect to other laws, namely liae&v HADOPI. Thus the HADOPI
authority may process users’ data in order to dettdrs to subscribers informing
them of intellectual property infringements comeutt by them. Therefore, the
rightholders have no access to users’ data withodicial intervention and
users’ privacy is adequately protected.

As indicated above, the main debatable issue, asaddressed in this paper, is the
existing conflict between intellectual property gmetsonal data protection. A further
issue that the paper addresses is the area whesabict does not exist (second area).
There is also a third area, where intellectual prgpand personal data are in a degree
of conflict but can neverthless be reconciled.

The second area concerns the works availablelwéhses Creative Commong$CC)

as well as the open source software. The CC liseneatain various terms of the
licensed use, i.e. providing attribution to thegoral creator and licensor (BY),
prohibiting the commercial use of the work (NonCoenamal, NC), permitting reuse
provided the work is not modified (NoDerivativesDN allowing modifications and,
requiring modified works to be released under thmes license (ShareAlike, SA)
[About the licenses, 2012; Frequently asked ques2012]. As for theopen source
software, the licensed use varies depending on the grdicttse, i.e. the GNU GPL
license (General Public Licence of Free Softwaranéation) allows modifying the
software, requiring the licensee to disclose thera code in case of further
redistribution [Cool / Laurent, 2005]. Therefore,these cases, there is no intellectual
property infringement since the use of works iaéordance with the conditioted
down therein. The Greek as well as the French tise@ommons” website (but no
the “www.creativecommons.org”) clearly state tHamensed CC works can be
exchanged via file-sharing networks To be more analytical, the Greek website
states thatAll Creative Commons licenses explicitly proviade &n exception for file
sharing. The licenses provide that exchanging weraghe internet (online) is not a
commercial use, if it is not taking place for anoeemic advantage”(trans.)
[Application of Creative Commons, 2012]. On the riaie website, it is mentionned
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that“The aim is to encourage a simple and lawful ciatidn of works, the exchange
and the creativity; thus, the sharing of works, BRP networks (peer-to-peer) or
otherwise, is permitted{trans.) [FAQ, 2012]. Therefore, there is no needisclose
users’ personal data in case of exchanging wor&srgesuch licenses.

In the second case, the rightholders of these wuaiks, in principle, exclusive rights.
It is, however, possible to sigigreements with platformson which their works are
availablein exchange for a fee Such an agreement also takes into account the
interests of all parties. The interests of rightleot are taken into account: they
receive remuneration for making available their kgoon the platforms and benefit
from greater visibility of their works. We couldguthink that there are artists, who
allow access to their works, even for free, in oriebecome quickly known by a
wider audience. Others favour the free movemerdeds and creations, sharing them
with all the online community, inspired by Open 8mulnitiative [The Open Source
Definition, 2007]. It should be clarified that Op&ource Initiative differs from Free
Software Foundation. The first one supports the itleat a work belongs to the
community. Therefore, no royalty or other fee skolbé required. The second one
argues that using the word “free” does not meaerwif) without charge, but offering
a work with the source code [Renard, 2000; Roquiefad07; Avgerinos/Tsavos,
2006]. On the other hand, the interests of thefgiails are also taken into account:
they provide richer content to the public. Thuslagge audience wishing to have
access to these platforms results in increasechuevifom advertising. For instance,
the platform Dailymotion has already concluded agrents, from 18 October 2007,
with collecting societies, to make available wons creators managed by these
societies on the internet, by paying a determires[fle Martino, 2008]. However,
Sirinelli was not convinced of the efficacy of this agreet@m has pointed out that
signing an agreement between platforms and callgcitompanies managing
intellectual property in animation is inadequaiece an agreement of related rights
holders(singers, musicians, actors, etc.) is also requitgbderwise, the rights of the
latter would be infringed [Sirinelli, 2009].

These agreements offer one more benefit to théoptas. They help platforms to be
exempted from any liability for intellectual properinfringement and from any
obligation to take filtering action. In principléhe platforms as hosting service
providers, are not liable for the contents publisba the platform if they are unaware
of it (i.e. if they have not received notificatiéor illegal content). In addition, despite
decisions by national courts imposing a filteringligation on platforms or the
obligation to take safety measures, in order toveme intellectual property
infringements (CA Paris, 09.11.2007, eBay v/ DWGQGiisMartin, 2007]; TGI
Troyes, 04.06.2008 [Saint-Martin, 2008]; TGl Paris3.07.2007, Nord Ouest
Production v/ SA Dailymotion [Tabaka, 2007]), theut of Justice of the European
Union ruled, in cas&carlet Extended SA v SABAM g.dudgement of 24 November
2011, C-70/10), thaa general filtering obligation cannot be imposed orservice
providers [Troianiello, 2012]. According to the Court,_itro@ot be requiredrom the
provider “to install a system for filteringall electronic communications passing via
its services, in particular those involving the usé peer-to-peer software”
Furthermore, the Court has stated, in dag€iréal SA a.o. v eBay International AG
a.o. (Judgement of 12.07.2011, C-324/09), thae“measures required of the online
service provider concerned cannot consist in anvaanonitoring of all the dataf
each of its customers in order to prevent any itinfringement of intellectual
property rights via that provider's website. Furtheore, a general monitoring
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obligation would be incompatible with Article 3 Directive 2004/48, which states
that the measures referred to by the directive rhadhir and proportionateand must
not be excessively costlyThe possible imposition of a filtering obligatipnovided

in the draft law HADOPI 1 had been eventually reethas it was not possible to
determine clearly the filtering measures nor toneste the cost of implementing these
measures [M. Colaud, 2009]. This paper has alsref to the first judgement of a
Greek court ordering the provider to takehnological measuresegarding specific
webpages (see above p. 8 last paragraph) [Cotitsifinstance of Athens, 2012].

In addition,filtering content on a website by using methods as digital watermgrk

audio or image fingerprints is a wide spreadindgntégue available for the protection
of intellectual property, i.e. technology “AudibMagic” used by MySpace and
Facebook, “Signature” technology used by Dailymmtidcontent ID” used by

YouTube.Education of usersso as to respect others’ rights, i.e. the letderg by the

HADOPI authority or educational messages on wedsiis also of essential
importance in order to protect intellectual propenfAudible Magic, 2011;

Dailymotion, 2008].

Moreover, in French legal system, a discussionafosystem of global licensé
(licence globalg was launched, during the drafting of the Law DABI\(see above
p. 12 first paragraph), that makes it possible dsers to pay providers a fee,
redistributed to rightholders, depending on theuwwd of downloaded works
[Thoumyre, 2006]. Finally, the proposal was rejdcthie to the reactions to it. A
similar discussion was open in Belgium [Lalieux1@{

However, there is no intellectual property infringent, if we accept for downloads
the exemption for private use (i.e.TGI Paris, 08.12.2005, the court held tha th
accused had no information as to whether the warksprotected by intellectual
property) [Thoumyre, 2006]. This exemption is notepted by the case-law in the
most cases. It seems that the exemption of prieapging cannot result in making
legal the reproduction of an illegally acquired wdre. Tribunal de Grande Instance
de Rennes, 30.11.2006) [TGI Rennes, 30.11.2006yMkoe, 2007]. However, it has
been argued that making lawfully a copy for privatee does not require the
possession of the original work or of an authorizedy [Macrez, 2005]. In addition,
downloading via file sharing networks does not mbet requirements of the three
step test (Berne Convention for the Protection itérary and Artistic Works Article
9.2, Directive 2001/29/EC Article 5.5, Law 2121/B98rticle 28.C, Articles 122-5
and 211-3 CPI), since such reproduction conflicih & normal exploitation of the
work and unreasonably prejudices the legitimaterests of the creator.

Furthermore, rightholders can use technological smess designed to prevent or
restrict acts not authorized by them (see ParagdaphhPreamble to the Directive
2002/29/EC). Howeveriany such rights-management information systems ay, m
depending on their design, at the same time progessonal data about the
consumption patterns of protected subject-mattentividuals and allow for tracing
of on-line behaviour” in compliance with Directive 95/46/EC (Paragraphi, 5
Preamble to the Directive 2002/29/EC).

Of particular interest is thACTA (Anti-Counterfeiting Trade Agreement), already
signed (but not ratified) by Australia, Canada,aigpSouth Korea, Morocco, New
Zealand, Singapore and the United States. The Earo@ommission and its Member
States (22 of them) signed this Agreement on 2B0R [Contrefacon : 'Union
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Européenne signe le Traité ACTA, 2012; Signing @ermey for the Anti-
Counterfeiting Trade Agreement (ACTA), 2012]. Howev it should also be
approved by the European Parliament in order t@rineca committed text for the
European Union. The European Commission had preceedth negotiations with
other parties, without having informed the Europd@arliament. Apart from the
secrecy of the negotiations, reactions were alagserh because the text under
negociation came to public attention only during ttnal stage of negociations,
whereas Article 207.3 of TFEU provides thahe Commission shall report regularly
to the special committee and to the European Pamdiat on the progress of
negotiations” [ACTA: appel du Parlement européen a la transparef010]. It
should be noted, however, that the most of theigimvs which caused reaction were
deleted in order to reach agreement. Thus, theugtgorocess of notification (the
“three strikes” system) in order to impose the rintption of internet access service
was not adopted. As for the subscribers’ identiftcg states may require providers

to disclose the personal dat@f copyright or related rights infringers (Articky.4).
Furthermore, Article 23.1 refers to copyright anelated rights piracy on a
commercial scale, without providing explicitly foexceptions that should be
considered as fair use (i.e. private copying, osefiticism or teaching).

All this discussion for ACTA takes place at a timen U.S. Congress seems to
abandorSOPA (Stop Online Piracy Act) anbBIPA (Protect Intellectual Property Act)
because of the reactions that the restrictions sap®n free use of the internet have
caused at the other side of the Atlantic Ocean. tWeeacts have allowed in their
proposals that the Ministry of Justice could publissts of problematic websites
(black lists) and could command internet serviceviplers to block access to these
sites. Furthermore, rightholders could demand that providers take preventive
measures upon a simple notification, while theskatbuld be relieved of their liability
of blocking innocent sites [Les geeks font plieClengres, 2012].

Finally, it is possible that the European Parliamerl not approve ACTA. The

digital agenda commissioner Neelie Kroes admity are now likely to be in a
world without [the stalled US act] SOPA and withcAM€TA. Now we need to find
solutions to make the internet a place of freedopenness, and innovation fit for all
citizens, not just for the techno avant-gard®avid Meyer, 2012]. A condition of
freedom, openess and innovation is the protectiasers’ privacy.
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